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BILL
To create offences which have a bearing on cybercrime; to criminalise the
distribution of data messages which are harmful and to provide for interim
protection orders; to further regulate jurisdiction in respect of cybercrimes; to
further regulate the powers to investigate cybercrimes; to further regulate aspects
relating to mutual assistance in respect of the investigation of cybercrime; to
provide for the establishment of a designated Point of Contact; to further provide
for the proof of certain facts by affidavit; to impose obligations to report
cybercrimes; to provide for capacity building; to provide that the Executive may
enter into agreements with foreign States to promote measures aimed at the
detection, prevention, mitigation and investigation of cybercrimes; to delete and
amend provisions of certain laws; and to provide for matters connected therewith.
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CHAPTER 1
DEFINITIONS AND INTERPRETATION
Definitions and interpretation
1. (1) In this Act, unless the context indicates otherwise—
‘‘article’’ means any data, computer program, computer data storage medium, or
computer system which—
(a) is concerned with, connected with or is, on reasonable grounds, believed to be
concerned with or connected with the commission or suspected commission;
(b) may afford evidence of the commission or suspected commission; or
(c) is intended to be used or is, on reasonable grounds, believed to be intended to
be used in the commission,
of—
(i) an offence in terms of Part I or Part II of Chapter 2: or
(ii) any other offence,
whether within the Republic or elsewhere;
‘‘Companies Act, 2008’’ means the Companies Act, 2008 (Act No. 71 of 2008);
‘‘computer’’ means any electronic programmable device used, whether by itself or
as part of a computer system or any other device or equipment, or any part thereof,
to perform predetermined arithmetic, logical, routing, processing or storage
operations in accordance with set instructions and includes any data, computer
program or computer data storage medium that are related to, connected with or
used with such a device;
‘‘computer data storage medium’’ means any device from which data or a
computer program is capable of being reproduced or on which data or a computer
program is capable of being stored, by a computer system, irrespective of whether
the device is physically attached to or connected with a computer system;
‘‘computer program’’ means data representing instructions or statements that,
when executed in a computer system, causes the computer system to perform a
function;
‘‘computer system’’ means—
(a) one computer; or
(b) two or more inter-connected or related computers, which allow these
inter-connected or related computers to—
(i) exchange data or any other function with each other; or
(ii) exchange data or any other function with another computer or a computer
system;
‘‘Criminal Procedure Act, 1977’’ means the Criminal Procedure Act, 1977 (Act
No. 51 of 1977);
‘‘Customs and Excise Act, 1964’’ means the Customs and Excise Act, 1964 (Act
No. 91 of 1964);
‘‘Customs Control Act, 2014’’ means the Customs Control Act, 2014 (Act No. 31
of 2014);
‘‘data’’ means electronic representations of information in any form;
‘‘data message’’ means data generated, sent, received or stored by electronic
means, where any output of the data is in an intelligible form;
‘‘designated judge’’ means a designated judge as defined in section 1 of the
Regulation of Interception of Communications and Provision of Communicationrelated Information Act, 2002;
‘‘designated Point of Contact’’ means the office established or designated in
terms of section 52;
‘‘electronic communications identity number’’ means a technical identification
label which represents the origin or destination of electronic communications
traffic, as a rule clearly identified by a logical or virtual identity number or address
assigned to a customer of an electronic communications service provider (such as
a telephone number, cellular phone number, email address with or without a
corresponding IP address, Web address with or without a corresponding IP address
or other subscriber number);
‘‘electronic communications service provider’’ means any person who provides
an electronic communications service under and in accordance with an electronic
communications service licence issued to such person under Chapter 3 of the
Electronic Communications Act, 2005 (Act No. 36 of 2005), or who is deemed to
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6
be licensed or exempted from being licensed as such in terms of the Electronic
Communications Act, 2005;
‘‘financial institution’’ means a ‘financial institution’ as defined in section 1 of the
Financial Sector Regulation Act, 2017 (Act No. 9 of 2017);
‘‘foreign State’’ means any State other than the Republic;
‘‘International Co-operation in Criminal Matters Act, 1996’’ means the
International Co-operation in Criminal Matters Act, 1996 (Act No. 75 of 1996);
‘‘Intelligence Services Control Act, 1994’’ means the Intelligence Services
Control Act, 1994 (Act No. 40 of 1994);
‘‘Justices of the Peace and Commissioners of Oaths Act, 1963’’ means the
Justices of the Peace and Commissioners of Oaths Act, 1963 (Act No. 16 of 1963);
‘‘Labour Relations Act, 1995’’ means the Labour Relations Act, 1995 (Act No. 66
of 1995);
‘‘magistrate’’ includes a regional court magistrate;
‘‘Magistrates’ Courts Act, 1944’’ means the Magistrates’ Courts Act, 1944 (Act
No. 32 of 1944);
‘‘National Commissioner’’ means the National Commissioner of the South
African Police Service, appointed by the President under section 207(1) of the
Constitution of the Republic of South Africa, 1996;
‘‘National Director of Public Prosecutions’’ means the person contemplated in
section 179(1)(a) of the Constitution of the Republic of South Africa, 1996 and
appointed in terms of section 10 of the National Prosecuting Authority Act, 1998;
‘‘National Environmental Management Act, 1998’’ means the National Environmental Management Act, 1998 (Act No. 107 of 1998);
‘‘National Head of the Directorate’’ means a person appointed in terms of section
17CA(1) of the South African Police Service Act, 1995 (Act No. 68 of 1995);
‘‘National Prosecuting Authority Act, 1998’’ means the National Prosecuting
Authority Act, 1998 (Act No. 32 of 1998);
‘‘National Strategic Intelligence Act, 1994’’ means the National Strategic
Intelligence Act, 1994 (Act No. 39 of 1994);
‘‘output of a computer program’’ means any—
(a) data or output of the data;
(b) computer program; or
(c) instructions,
generated by a computer program;
‘‘output of data’’ means by having data displayed or in any other manner;
‘‘person’’ means a natural or a juristic person;
‘‘police official’’ means a member of the South African Police Service as defined
in section 1 of the South African Police Service Act, 1995 (Act No. 68 of 1995);
‘‘Prevention and Combating of Corrupt Activities Act, 2004’’ means the
Prevention and Combating of Corrupt Activities Act, 2004 (Act No. 12 of 2004);
’’Prevention of Organised Crime Act, 1998’’ means the Prevention of Organised
Crime Act, 1998 (Act No. 121 of 1998);
‘‘Protected Disclosures Act, 2000’’ means the Protected Disclosures Act, 2000
(Act No. 26 of 2002;
‘‘Protection from Harassment Act, 2011’’ means the Protection from Harassment
Act, 2011 (Act No. 17 of 2011);
‘‘Protection of Personal Information Act, 2013’’ means the Protection of
Personal Information Act, 2013 (Act No. 4 of 2013);
‘‘publicly available data’’ means data which is accessible in the public domain
without restriction;
‘‘Regulation of Interception of Communications and Provision of Communication-related Information Act, 2002’’ means the Regulation of Interception of
Communications and Provision of Communication-related Information Act, 2002
(Act No. 70 of 2002);
‘‘South African Reserve Bank’’ means the South African Reserve Bank, referred
to in section 223 of the Constitution of the Republic of South Africa, 1996, read
with section 2 of the South African Reserve Bank Act, 1989;
‘‘South African Reserve Bank Act, 1989’’ means the South African Reserve Bank
Act, 1989 (Act No. 90 of 1989);
‘‘specifically designated police official’’ means a commissioned officer referred to
in section 33 of the South African Police Service Act, 1995 (Act No. 68 of 1995),
who has been designated in writing by the National Commissioner and the National
Head of the Directorate, respectively, to—
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7
(i) make oral applications for a search warrant or an amendment of a warrant
contemplated in section 30;
(ii) issue expedited preservation of data directions contemplated in section 41; or
(iii) serve or execute an order from the designated judge as contemplated in
section 48(10);
5
‘‘Superior Courts Act, 2013’’ means the Superior Courts Act, 2013 (Act No. 10 of
2013);
‘‘Tax Administration Act, 2011’’ means the Tax Administration Act, 2011 (Act
No. 28 of 2011); and
‘‘traffic data’’ means data relating to a communication indicating the communi- 10
cation’s origin, destination, route, format, time, date, size, duration or type, of the
underlying service.
(2) For purposes of section 2, 3(2) or (3) or 7(1) or (2), any failure to comply with—
(a) the conditions for lawful processing of personal information referred to in
Chapter 3;
15
(b) section 72; or
(c) the provisions of a code of conduct issued in terms of section 60,
of the Protection of Personal Information Act, 2013, must be dealt with in terms of
Chapter 10 of that Act.
CHAPTER 2

20

CYBERCRIMES, MALICIOUS COMMUNICATIONS, SENTENCING AND
ORDERS TO PROTECT COMPLAINANT FROM THE HARMFUL EFFECT OF
MALICIOUS COMMUNICATIONS
PART I: CYBERCRIMES
Unlawful access
2. (1) Any person who unlawfully and intentionally accesses—
(a) data;
(b) a computer program;
(c) a computer data storage medium; or
(d) a computer system,
is guilty of an offence.
(2) For purposes of this section a person accesses—
(a) data when the person is in a position to—
(i) alter, modify or delete the data;
(ii) copy or move the data to a different location in the computer data storage
medium in which it is held or to any other computer data storage
medium;
(iii) obtain its output; or
(iv) otherwise use the data;
(b) a computer program when the person is in a position to—
(i) alter, modify or delete the computer program;
(ii) copy or move the computer program to a different location in the
computer data storage medium in which it is held or to any other
computer data storage medium;
(iii) cause a computer program to perform any function;
(iv) obtain its output; or
(v) otherwise use the computer program;
(c) a computer data storage medium when the person is in a position to—
(i) access data as contemplated in paragraph (a) or access a computer
program as contemplated in paragraph (b), stored on the computer data
storage medium;
(ii) store data or a computer program on a computer data storage medium; or
(iii) otherwise use the computer data storage medium; or
(d) a computer system when the person is in a position to—
(i) use any resources of;
(ii) instruct; or
(iii) communicate with,
a computer system.
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(3) For purposes of subsection (1), the actions of a person, to the extent that such
actions exceed his or her lawful authority to access data, a computer program, a
computer data storage medium or a computer system, must be regarded as unlawful.
Unlawful interception of data
3. (1) Any person who unlawfully and intentionally intercepts data, including 5
electromagnetic emissions from a computer system carrying such data, within or which
is transmitted to or from a computer system, is guilty of an offence.
(2) Any person who unlawfully and intentionally possesses data, with the knowledge
that such data was intercepted unlawfully as contemplated in subsection (1), is guilty of
10
an offence.
(3) Any person who is found in possession of data, in regard to which there is a
reasonable suspicion that such data was intercepted unlawfully as contemplated in
subsection (1) and who is unable to give a satisfactory exculpatory account of such
possession, is guilty of an offence.
(4) For purposes of this section ‘‘interception of data’’ means the acquisition, 15
viewing, capturing or copying of data of a non-public nature through the use of a
hardware or software tool contemplated in section 4(2) or any other means, so as to
make some or all of the data available to a person, other than the lawful owner or holder
of the data, the sender or the recipient or the intended recipient of that data and includes
the—
20
(a) examination or inspection of the contents of the data; and
(b) diversion of the data or any part thereof from its intended destination to any
other destination.
Unlawful acts in respect of software or hardware tool
4. (1) Any person who unlawfully and intentionally—
(a) uses; or
(b) possesses,
any software or hardware tool for purposes of contravening the provisions of section
2(1), 3(1), 5(1), 6(1) or 7(1)(a) or (d), is guilty of an offence.
(2) For purposes of this section ‘‘software or hardware tool’’ means any electronic,
mechanical or other instrument, device, equipment, apparatus or a substantial
component thereof or a computer program, which is designed or adapted primarily for
the purposes to—
(a) access as contemplated in section 2(1);
(b) intercept data as contemplated in section 3(1);
(c) interfere with data or a computer program as contemplated in section 5(1);
(d) interfere with a computer data storage medium or a computer system as
contemplated in section 6(1); or
(e) acquire, make available or use a password, access code or similar data or
devices as defined in section 7(3).
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Unlawful interference with data or computer program
5. (1) Any person who unlawfully and intentionally interferes with—
(a) data; or
(b) a computer program,
is guilty of an offence.
45
(2) For purposes of this section ‘‘interferes with data or a computer program’’
means to permanently or temporarily—
(a) delete data or a computer program;
(b) alter data or a computer program;
(c) render vulnerable, damage or deteriorate data or a computer program;
50
(d) render data or a computer program meaningless, useless or ineffective;
(e) obstruct, interrupt or interfere with the lawful use of, data or a computer
program; or
(f) deny access to data or a computer program.

9
Unlawful interference with a computer data storage medium or computer system
6. (1) Any person who unlawfully and intentionally interferes with a computer data
storage medium or a computer system, is guilty of an offence.
(2) For purposes of this section ‘‘interferes with a computer data storage medium
5
or a computer system’’ means to permanently or temporarily—
(a) alter any resource of; or
(b) interrupt or impair—
(i) the functioning of;
(ii) the confidentiality of;
10
(iii) the integrity of; or
(iv) the availability of,
a computer data storage medium or a computer system.
Unlawful acquisition, possession, provision, receipt or use of password, access code
or similar data or device
7. (1) Any person who unlawfully and intentionally—
(a) acquires;
(b) possesses;
(c) provides to another person; or
(d) uses,
a password, an access code or similar data or device for purposes of contravening the
provisions of section 2(1), 3(1), 5(1), 6(1), 8 or 9(1), is guilty of an offence.
(2) Any person who is found in possession of a password, an access code or similar
data or device in regard to which there is a reasonable suspicion that such password,
access code or similar data or device—
(a) was acquired;
(b) is possessed;
(c) is to be provided to another person; or
(d) was used or may be used,
for purposes of contravening the provisions of section 2(1), 3(1), 5(1), 6(1), 8 or 9(1),
and who is unable to give a satisfactory exculpatory account of such possession, is guilty
of an offence.
(3) For purposes of this section ‘‘password, access code or similar data or device’’
means without limitation—
(a) a secret code or pin;
(b) an image;
(c) a security token;
(d) an access card;
(e) any device;
(f) biometric data; or
(g) a word or a string of characters or numbers,
used for—
(i) financial transactions; or
(ii) user authentication in order to access or use data, a computer program, a
computer data storage medium or a computer system.
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8. Any person who unlawfully and with the intention to defraud makes a
misrepresentation—
(a) by means of data or a computer program; or
(b) through any interference with data or a computer program as contemplated in
subsection 5(2)(a), (b) or (e) or interference with a computer data storage 50
medium or a computer system as contemplated in section 6(2)(a),
which—
(i) causes actual prejudice; or
(ii) is potentially prejudicial,
to another person, is guilty of the offence of cyber fraud.
55
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Cyber forgery and uttering
9. (1) Any person who unlawfully and with the intention to defraud makes—
(a) false data; or
(b) a false computer program,
to the actual or potential prejudice of another person is guilty of the offence of cyber 5
forgery.
(2) Any person who unlawfully and with the intention to defraud, passes off—
(a) false data; or
(b) a false computer program,
to the actual or potential prejudice of another person, is guilty of the offence of cyber 10
uttering.
Cyber extortion
10. Any person who unlawfully and intentionally—
(a) threatens to commit any offence; or
(b) commits any offence,
contemplated in sections 3(1), 5(1), 6(1) or 7(1)(a) or (d), for the purpose of—
(i) obtaining any advantage from another person; or
(ii) compelling another person to perform or to abstain from performing any act,
is guilty of the offence of cyber extortion.
Aggravated offences
11. (1) (a) Any person who commits an offence referred to in—
(i) section 3(1), 5(1) or 6(1), in respect of; or
(ii) section 7(1), in so far as the passwords, access codes or similar data and devices
relate to,
a restricted computer system, and who knows or ought reasonably to have known or
suspected that it is a restricted computer system, is guilty of an aggravated offence.
(b) For purposes of paragraph (a) ‘‘a restricted computer system’’ means any data,
computer program, computer data storage medium or computer system under the
control of, or exclusively used by—
(i) any financial institution; or
(ii) an organ of state as set out in section 239 of the Constitution of the Republic of
South Africa, 1996, including a court.
(2) Any person who commits an offence referred to in section 5(1), 6(1) or 10, and
who knows or ought reasonably to have known or suspected that the offence in question
will—
(a) endanger the life, or violate the physical integrity or physical freedom of, or
cause bodily injury to, any person, or any number of persons;
(b) cause serious risk to the health or safety of the public or any segment of the
public;
(c) cause the destruction of or substantial damage to any property;
(d) cause a serious interference with, or serious disruption of an essential service,
facility or system, or the delivery of any essential service;
(e) cause any major economic loss;
(f) create a serious public emergency situation; or
(g) prejudice the security, the defence, law enforcement or international relations
of the Republic,
is guilty of an aggravated offence.
(3) A prosecution in terms of subsections (1) or (2) must be authorised in writing by
the Director of Public Prosecutions having jurisdiction.
Theft of incorporeal property
12. The common law offence of theft must be interpreted so as not to exclude the theft
of incorporeal property.
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PART II: MALICIOUS COMMUNICATIONS
Definitions
13. In this Part, unless the context indicates otherwise—
‘‘damage to property‘‘ means damage to any corporeal or incorporeal property;
‘‘group of persons’’ means characteristics that identify an individual as a member 5
of a group, which characteristics include without limitation, race, gender, sex,
pregnancy, marital status, ethnic or social origin, colour, sexual orientation, age,
disability, religion, conscience, belief, culture, language, birth and nationality;
‘‘related person’’ means any member of the family or household of a person or
10
any other person in a close relationship with that person; and
‘‘violence‘‘ means bodily harm.
Data message which incites damage to property or violence
14. Any person who unlawfully makes available, broadcasts or distributes by means
of a computer system, a data message to a person, group of persons or the general public
15
with the intention to incite—
(a) the causing of any damage to property belonging to; or
(b) violence against,
a person or a group of persons, is guilty of an offence.
Data message which threatens persons with damage to property or violence
15. (1) A person commits an offence if he or she unlawfully and intentionally makes
available, broadcasts or distributes, by means of a computer system, a data message
which—
(a) threatens a person with—
(i) damage to property belonging to, or violence against, that person; or
(ii) damage to property belonging to, or violence against a related person; or
(b) threatens—
(i) a group of persons;
(ii) any person forming part of that group of persons; or
(iii) any person associated with that group of persons,
with damage to property belonging to, or violence against—
(aa) that group of persons;
(bb) any person who forms part of that group of persons; or
(cc) any person who is associated with that group of persons,
and a reasonable person in possession of the same information and with regard to all the
circumstances would regard the data message, either by itself or in conjunction with any
other data message, as a threat of damage to property or violence to a person or category
of persons contemplated in paragraph (a) or (b), respectively.
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Distribution of data message of intimate image
16. (1) Any person (‘‘A’’) who unlawfully and intentionally makes available,
broadcasts or distributes, by means of a computer system, a data message of an intimate 40
image of a person (‘‘B’’) without the consent of B, is guilty of an offence.
(2) For purposes of subsection (1)—
(a) ‘‘B’’ means—
(i) the person who can be identified as being displayed in the data message;
(ii) any person who is described as being displayed in the data message, 45
irrespective of the fact that he or she cannot be identified as being
displayed in the data message; or
(iii) any person who can be identified from other information as being
displayed in the data message; and
(b) ‘‘intimate image’’ means a depiction of a person—
50
(i) real or simulated and made by any means in which—
(aa) B is nude, or his or her genital organs or anal region, or if B is a
female, her breasts, are displayed; or

12
(bb) the covered genital or anal region of B, or if B is a female, her
covered breasts, are displayed in a manner that violates or offends
the sexual integrity or dignity of B; and
(ii) in respect of which B so displayed retains a reasonable expectation of
privacy at the time that the data message was made.

5

PART III: ATTEMPTING, CONSPIRING, AIDING, ABETTING, INDUCING,
INCITING, INSTIGATING, INSTRUCTING, COMMANDING OR PROCURING
TO COMMIT OFFENCE
Attempting, conspiring, aiding, abetting, inducing, inciting, instigating, instructing, commanding or procuring to commit offence
10
17. Any person who unlawfully and intentionally—
(a) attempts;
(b) conspires with any other person; or
(c) aids, abets, induces, incites, instigates, instructs, commands or procures
another person,
15
to commit an offence in terms of Part I or Part II of this Chapter, is guilty of an offence
and is liable on conviction to the punishment to which a person convicted of actually
committing that offence would be liable.
PART IV: COMPETENT VERDICTS
Competent verdicts
18. (1) If the evidence in criminal proceedings does not prove the commission of the
offence charged but proves a contravention of section 17—
(a) in respect of the offence charged; or
(b) in respect of any other offence of which an accused may be convicted on the
offence charged,
the accused may be found guilty of the offence so proved.
(2) If the evidence on a charge of a contravention of section 3(1), does not prove the
offence or a contravention of section 17 in respect of that offence, but proves—
(a) a contravention of section 2(1);
(b) a contravention of section 3(2) or (3); or
(c) a contravention of section 4(1) in so far as it relates to the use or possession of
a software or hardware tool for purposes of contravening section 3(1),
the accused may be found guilty of the offence so proved.
(3) If the evidence on a charge of a contravention of section 5(1), does not prove the
offence or a contravention of section 17 in respect of that offence, but proves—
(a) a contravention of section 2(1);
(b) a contravention of section 4(1) in so far as it relates to the use or possession of
a software or hardware tool for purposes of contravening section 5(1); or
(c) the offence of malicious injury to property,
the accused may be found guilty of the offence so proved.
(4) If the evidence on a charge of a contravention of section 6(1), does not prove the
offence or a contravention of section 17 in respect of that offence, but proves—
(a) a contravention of section 2(1);
(b) a contravention of section 4(1) in so far as it relates to the use or possession of
a software or hardware tool for purposes of contravening section 6(1); or
(c) the offence of malicious injury to property,
the accused may be found guilty of the offence so proved.
(5) (a) If the evidence on a charge of a contravention of section 7(1)(a) or (d) does not
prove the offence or a contravention of section 17 in respect of that offence, but proves—
(i) a contravention of section 2(1);
(ii) a contravention of section 7(1)(b) or (c) or (2); or
(iii) a contravention of section 4(1) in so far as it relates to the use or possession of
a software or hardware tool to acquire or use a password, access code or similar
data or device,
the accused may be found guilty of the offence so proved.
(b) If the evidence on a charge of a contravention of section 7(1)(b) or (c) does not
prove the offence or a contravention of section 17 in respect of that offence, but proves
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a contravention of section 7(2), the accused may be found guilty of the offence so
proved.
(6) If the evidence on a charge of a contravention of section 8, does not prove the
offence or a contravention of section 17 in respect of the offence, but proves—
(a) a contravention of section 2(1);
(b) a contravention of section 4(1), in so far as it relates to the use or possession
of a software or hardware tool for the purposes of—
(i) interfering with data or a computer program as contemplated in section
5(1); or
(ii) interfering with a computer data storage medium or a computer system as
contemplated in section 6(1);
(c) a contravention of section 7(1) or (2), in so far as the password, access code or
similar data or device was acquired, possessed, provided to another person or
used for purposes of contravening the provisions of section 8;
(d) a contravention of section 9(1) or (2);
(e) the common law offence of fraud or attempt to commit that offence;
(f) the common law offence of forgery or uttering or attempt to commit that
offence; or
(g) the common law offence of theft or attempt to commit that offence,
the accused may be found guilty of the offence so proved.
(7) (a) If the evidence on a charge of a contravention of section 9(1), does not prove
the offence or a contravention of section 17 in respect of the offence, but proves—
(i) the common law offence of forgery;
(ii) a contravention of section 9(2); or
(iii) the common law offence of uttering,
the accused may be found guilty of the offence so proved.
(b) If the evidence on a charge of a contravention of section 9(2), does not prove the
offence, but proves the common law offence of uttering, the accused may be found guilty
of the offence so proved.
(8) If an accused is charged with a contravention of section 11(1), and the evidence
on the charge does not prove a contravention of section 11(1) or a contravention of
section 17 in respect of that offence, but a proves a contravention of—
(a) section 2(1);
(b) section 3(1) or any competent verdict provided for in subsection (2);
(c) section 5(1) or any competent verdict provided for in subsection (3);
(d) section 6(1) or any competent verdict provided for in subsection (4); or
(e) section 7(1) or any competent verdict provided for in subsection (5),
the accused may be found guilty of the offence so proved.
(9) If an accused is charged with a contravention of section 11(2) or a contravention
of section 17 in respect of that offence, and the evidence on the charge does not prove a
contravention of section 11(2), but a proves a contravention of—
(a) section 2(1);
(b) section 5(1) or any competent verdict provided for in subsection (3); or
(c) section 6(1) or any competent verdict provided for in subsection (4),
the accused may be found guilty of the offence so proved.
(10) If the evidence on a charge for any offence referred to in the preceding
subsections does not prove the commission of the offence so charged or any competent
verdict in respect of the offence but proves the commission of an offence which by
reason of the essential elements of that offence is included in the offence so charged, the
accused may be found guilty of the offence so proved.
(11) If an accused is charged with a contravention of section 14, 15 or 16, and the
evidence on the charge does not prove the offence in question or a contravention of
section 17 in respect of the offence, but proves the commission of an offence which by
reason of the essential elements of that offence is included in the offence so charged, the
accused may be found guilty of the offence so proved.
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PART V: SENTENCING
Sentencing
19. (1) Any person who contravenes the provisions of section 2(1), 3(3) or 7(2) is
liable on conviction to a fine or to imprisonment for a period not exceeding five years or
to both a fine and such imprisonment.
60
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(2) Any person who contravenes the provisions of section 3(1) or (2), 4(1), 5(1), 6(1)
or 7(1) is liable on conviction to a fine or to imprisonment for a period not exceeding 10
years or to both a fine and such imprisonment.
(3) Any person who contravenes the provisions of section 11(1) is liable on conviction
to a fine or to imprisonment for a period not exceeding 15 years or to both a fine and such
imprisonment.
(4) A court which convicts a person of an offence in terms of section 8, 9(1) or (2), 10
or 11(2) may, where a penalty is not prescribed in respect of that offence by any other
law, impose a sentence, as provided for in section 276 of the Criminal Procedure Act,
1977, which that court considers appropriate and which is within that court’s penal
jurisdiction.
(5) A court which imposes any sentence in terms of this section, or where a person is
convicted of the offence of theft that was committed or facilitated by electronic means,
must, without excluding other relevant factors, consider as aggravating factors—
(a) the fact that the offence was committed by electronic means;
(b) the extent of the prejudice and loss suffered by the complainant or other
person as a result of the commission of such an offence;
(c) the extent to which the person gained financially, or received any favour,
benefit, reward, compensation or any other advantage from the commission of
the offence; or
(d) the fact that the offence was committed in concert with one or more persons.
(6) If a person is convicted of any offence provided for in section 2(1), 3(1), 5(1), 6(1),
7(1), 8, 9(1) or (2), 10 or 11(1) or (2), a court which imposes any sentence in terms of
those sections where the offence was committed—
(a) by a person; or
(b) with the collusion or assistance of another person,
who as part of his or her duties, functions or lawful authority was in charge of, in control
of, or had access to data, a computer program, a computer data storage medium or a
computer system belonging to another person in respect of which the offence in question
was committed, must, unless substantial and compelling circumstances justifying the
imposition of another sentence impose, with or without a fine, a period of direct
imprisonment which may not be suspended as contemplated in section 297(4) of the
Criminal Procedure Act, 1977.
(7) Any person who contravenes the provisions of section 14, 15 or 16 is liable on
conviction to a fine or to imprisonment for a period not exceeding three years or to both
a fine and such imprisonment.
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PART VI: ORDERS TO PROTECT COMPLAINANT FROM THE HARMFUL
EFFECT OF MALICIOUS COMMUNICATIONS
Order to protect complainant pending finalisation of criminal proceedings
20. (1) A complainant who lays a charge with the South African Police Service that an
offence contemplated in section 14, 15 or 16 has allegedly been committed against him
or her, may on an ex parte basis in the prescribed form and manner, apply to a
magistrate’s court for an order pending the finalisation of the criminal proceedings to—
(a) prohibit any person from further making available, broadcasting or distributing the data message contemplated in section 14, 15 or 16 which relates to the
charge; or
(b) order an electronic communications service provider or person in control of a
computer system to remove or disable access to the data message in question.
(2) The court must as soon as is reasonably possible consider an application submitted
to it in terms of subsection (1) and may, for that purpose, consider any additional
evidence it deems fit, including oral evidence or evidence by affidavit, which must form
part of the record of proceedings.
(3) If the court is satisfied that there is prima facie evidence that the data message in
question constitutes an offence as contemplated in section 14, 15 or 16, the court may
issue the order referred to in subsection (1), in the prescribed form.
(4) The order must be served on the person referred to in subsection (1)(a) or
electronic communications service provider or person referred to in subsection (1)(b) in
the prescribed form and manner: Provided, that if the court is satisfied that the order
cannot be served in the prescribed form and manner, the court may make an order
allowing service to be effected in the manner specified in that order.
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(5) An order referred to in subsection (1) is of force and effect from the time it is
issued by the court and the existence thereof has been brought to the attention of the
person referred to in subsection 1(a) or electronic communications service provider or
person referred to in subsection 1(b).
(6) A person referred to in subsection (1)(a) or electronic communications service
provider or person referred to in subsection (1)(b) may, within 30 days after the order has
been served on him, her or it in terms of subsection (4), upon notice to the magistrate’s
court concerned, in the prescribed form and manner, apply to the court for the setting
aside or amendment of the order referred to in subsection (1).
(7) The court must as soon as is reasonably possible consider an application submitted
to it in terms of subsection (6) and may for that purpose, consider such additional
evidence as it deems fit, including oral evidence or evidence by affidavit, which shall
form part of the record of the proceedings.
(8) The court may, for purposes of subsections (2) and (7), in the prescribed manner
cause to be subpoenaed any person as a witness at those proceedings or to provide any
book, document or object, if the evidence of that person or book, document or object
appears to the court essential to the just decision of the case.
(9) Any person or electronic communications service provider who fails to comply
with an order referred to in subsection (5) is guilty of an offence.
(10) Any person who is subpoenaed in terms of subsection (8) to attend proceedings
and who fails to—
(a) attend or to remain in attendance;
(b) appear at the place and on the date and at the time to which the proceedings in
question may be adjourned;
(c) remain in attendance at those proceedings as so adjourned; or
(d) produce any book, document or object specified in the subpoena,
is guilty of an offence.
(11) The provisions in respect of appeal and review as provided for in the Magistrates’
Courts Act, 1944, and the Superior Courts Act, 2013, apply to proceedings in terms of
this section.
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Electronic communications service provider or person in control of computer
system to furnish particulars to court
21. (1) If an application for a protection order is made in terms of section 20(1) and
the court is satisfied in terms of section 20(3) that a protection order must be issued and
the identity or address of the person who made available, broadcasted or distributed the
data message in question is not known, the court may—
(a) adjourn the proceedings to any time and date on the terms and conditions
which the court deems appropriate; and
(b) issue a direction in the prescribed form directing an electronic communications service provider or person in control of a computer system to furnish the
court in the prescribed manner by means of an affidavit in the prescribed form
with—
(i) the electronic communications identity number from where the data
message originated;
(ii) the name, surname, identity number and address of the person to whom
the electronic communications identity number has been assigned;
(iii) any information which indicates that the data message was or was not
sent from the electronic communications identity number of the person
to the electronic communications identity number of the complainant;
and
(iv) any other information that is available to an electronic communications
service provider or a person in control of a computer system which may
be of assistance to the court to identify the person who made available,
broadcasted or distributed the data message in question or the electronic
communications service provider or person in control of a computer
system which provides a service to the person who made available,
broadcasted or distributed the data message.
(2) If the court issues a direction in terms of subsection (1) the court must direct that
the direction be served on the electronic communications service provider or person in
control of a computer system in the prescribed manner.

35

40

45

50

55

60

16
(3) (a) The information referred to in subsection (1)(b)(i), (ii), (iii) and (iv) must be
provided to the court within five ordinary court days from the time that the direction is
served on an electronic communications service provider or person in control of a
computer system.
(b) An electronic communications service provider or person in control of a computer
system on which a direction is served, may in the prescribed manner by means of an
affidavit in the prescribed form apply to the court for—
(i) an extension of the period of five ordinary court days referred to in paragraph (a)
for a further period of five ordinary court days on the grounds that the
information cannot be provided timeously; or
(ii) the cancellation of the direction on the grounds that—
(aa) it does not provide an electronic communications service to either the
respondent or complainant or related person; or
(bb) the requested information is not available in the records of the electronic
communications service provider or person in control of a computer
system.
(4) After receipt of an application in terms of subsection (3)(b), the court—
(a) must consider the application;
(b) may, in the prescribed manner, request such additional evidence by way of
affidavit from the electronic communications service provider or the person in
control of a computer system as it deems fit;
(c) must give a decision in respect thereof; and
(d) must inform the electronic communications service provider or the person in
control of a computer system in the prescribed form and in the prescribed
manner of the outcome of the application.
(5) (a) The court may, on receipt of an affidavit from an electronic communications
service provider or person in control of a computer system which contains the
information referred to in subsection (1)(b), consider the issuing of a protection order in
terms of section 20(3) against the person who made available, broadcasted or distributed
the data message contemplated in section 14, 15 or 16 on the date to which the
proceedings have been adjourned.
(b) Any information furnished to the court in terms of subsection (1)(b) forms part of
the evidence that a court may consider in terms of section 20(3).
(6) The Cabinet member responsible for the administration of justice may, by notice
in the Gazette, prescribe reasonable tariffs of compensation payable to electronic
communications service providers or persons in control of a computer system for
providing the information referred to in subsection (1)(b).
(7) Any electronic communications service provider, employee of an electronic
communications service provider or person in control of a computer system who—
(a) fails to furnish the required information within five ordinary court days from
the time that the direction is served on such electronic communications
service provider or person in control of a computer system to a court in terms
of subsection (3)(a) or such extended period allowed by the court in terms of
subsection (3)(b); or
(b) makes a false statement in an affidavit referred to in subsection (1)(b) or (3)(b)
in a material respect,
is guilty of an offence.
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Orders on finalisation of criminal proceedings
22. (1) Whenever a person is—
(a) convicted of an offence in terms of section 14, 15 or 16; or
50
(b) acquitted of an offence in terms of section 14, 15 or 16,
but evidence proves that the person engaged in, or attempted to engage in, harassment
as contemplated in the Protection from Harassment Act, 2011, the trial court may, after
holding an enquiry, issue a protection order contemplated in section 9(4) of the
Protection from Harassment Act, 2011, against the person, whereafter the provisions of 55
that Act shall apply with the necessary changes required by the context.
(2) The trial court must, on convicting a person for the commission of an offence
contemplated in section 14, 15 or 16 order—
(a) that person to refrain from further making available, broadcasting or
distributing the data message contemplated in section 14, 15 or 16 which 60
relates to the charge on which he or she is convicted;
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(b) that person or any other person to destroy the data message in question or any
copy of the data message; or
(c) an electronic communications service provider or person in control of a
computer system to remove or disable access to the data message in question.
(3) The order referred to in subsection (2)(b), in so far as it relates to a person other
than the accused, and (2)(c), must be in the prescribed form and must be served on the
electronic communications service provider or person in control of a computer system
in the prescribed manner: Provided, that if the trial court is satisfied that the order cannot
be served in the prescribed form and manner, the court may make an order allowing
service to be effected in the manner specified in that order.
(4) Any person contemplated in subsection (2)(a) or (b) or electronic communications
service provider or person in control of a computer system contemplated in subsection
(2)(c) who fails to comply with an order referred to in subsection (2) is guilty of an
offence.
(5) For purposes of this section ‘‘trial court’’ means—
(a) a magistrate’s court established under section 2(1)(f)(i) of the Magistrates’
Courts Act, 1944;
(b) a court for a regional division established under section 2(1)(g)(i) of the
Magistrates’ Courts Act, 1944; or
(c) a High Court referred to in section 6(1) of the Superior Courts Act, 2013.
(6) Whenever a person is convicted of an offence in terms of section 14, 15 or 16, the
trial court must issue an order that the person must reimburse all expenses reasonably
incurred by—
(a) a complainant as a result of any direction issued in terms of section 21(1)(b);
or
(b) an electronic communications service provider or person in control of a
computer system to remove or disable access to the data message in question,
whereupon the provisions of section 300 of the Criminal Procedure Act, 1977, shall
apply with the necessary changes required by the context, to such order.
Penalties
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23. Any person or electronic communications service provider who contravenes the
provisions of section 20(9) or (10), 21(7) or 22(4) is liable on conviction to a fine or to
imprisonment for a period not exceeding two years or to both a fine and such
imprisonment.
CHAPTER 3

35

JURISDICTION
Jurisdiction
24. (1) A court in the Republic trying an offence has jurisdiction where—
(a) an offence in terms of Part I or Part II of Chapter 2 was committed—
(i) in the territory of the Republic; or
(ii) on board a vessel, a ship, an off-shore installation, or a fixed platform, or
an aircraft registered or required to be registered in the Republic at the
time the offence was committed;
(b) an offence in terms of Part I or Part II of Chapter 2 was committed, in the
Republic, or outside the Republic, against a person who is citizen of the
Republic or ordinarily resident in the Republic;
(c) an offence in terms of Part I of Chapter 2 was committed, in the Republic, or
outside the Republic, against a person who is—
(i) a company, incorporated or registered as such under any law, in the
Republic; or
(ii) any body of persons, corporate or unincorporated, in the Republic;
(d) an offence in terms of Part I of Chapter 2 was committed, in the Republic, or
outside the Republic, against—
(i) a restricted computer system contemplated in section 11(1)(b); or
(ii) a government facility of the Republic abroad, including an embassy or
other diplomatic or consular premises, or any other property of the
Republic; or
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(d) any act in preparation of an offence in terms of Part I or Part II of Chapter 2,
or any action necessary to commit the offence took place—
(i) in the territory of the Republic; or
(ii) on board a vessel, a ship, an off-shore installation, or a fixed platform, or
an aircraft registered or required to be registered in the Republic at the
time the offence was committed.
(2) If the act alleged to constitute an offence in terms of Part I or Part II of Chapter 2
was committed outside the Republic, a court of the Republic, regardless of whether or
not the act constitutes an offence at the place of its commission, has jurisdiction in
respect of that offence if the person to be charged—
(a) is a citizen of the Republic or ordinarily resident in the Republic;
(b) was arrested in the territory of the Republic, or in its territorial waters or on
board a ship or aircraft registered or required to be registered in the Republic
at the time the offence was committed;
(c) is a company, incorporated or registered as such under any law, in the
Republic; or
(d) any body of persons, corporate or unincorporated, in the Republic.
(3) Any act alleged to constitute an offence in terms of Part I or Part II of Chapter 2
and which was committed outside the Republic by a person, other than a person
contemplated in subsection (2), is, regardless of whether or not the act constitutes an
offence or not at the place of its commission, deemed also to have been committed in the
Republic if that—
(a) person is found to be in South Africa; and
(b) person is for one or other reason not extradited to, or by South Africa, or if
there is no application to extradite that person.
(4) Where a person is charged with attempting, conspiring, aiding, abetting, inducing,
inciting, instigating, instructing, commanding or procuring to commit an offence or as
an accessory after the offence, the offence is deemed to have been committed not only
at the place where the act was committed, but also at every place where the person acted.
(5) (a) A prosecution in terms of subsections (2) and (3)—
(i) may only be instituted against a person with the written permission of the
National Director of Public Prosecutions; and
(ii) must commence before a court designated by the National Director of Public
Prosecutions.
(b) A copy of the written permission and designation must be served on the accused
and the original thereof must be handed in at the court in which the proceedings are to
commence.
(6) The National Commissioner and the National Head of the Directorate,
respectively, in consultation with the National Director of Public Prosecutions must
issue directives, with which all police officials must comply in the execution of their
functions in terms of this Act regarding the investigation of offences that was committed
outside the Republic.
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CHAPTER 4
POWERS TO INVESTIGATE, SEARCH, ACCESS OR SEIZE
Definitions

45

25. In this Chapter, unless the context indicates otherwise—
‘‘access’’ includes without limitation to make use of data, a computer program, a
computer data storage medium or a computer system or their accessories or
components or any part thereof or any ancillary device or component to the extent
50
necessary to search for and seize an article;
‘‘investigator’’ means any fit and proper person, who is not a member of the South
African Police Service and who is—
(a) identified and authorised in terms of a search warrant contemplated in section
29(3); or
55
(b) requested by a police official in terms of section 31(2), 32(3) or 33(4),
to, subject to the direction and control of the police official, assist a police official
with the search for, access or seizure of an article; and
‘‘seize’’ includes to—
(a) remove a computer data storage medium or any part of a computer system;

19
(b) render inaccessible, data, a computer program, a computer data storage
medium or any part of a computer system in order to preserve evidence;
(c) make and retain a copy of data or a computer program; or
(d) make and retain a printout of output of data or a computer program.
Standard Operating Procedures

5

26. (1) The Cabinet member responsible for policing, in consultation with the
National Commissioner, the National Head of the Directorate, the National Director of
Public Prosecutions and the Cabinet member responsible for the administration of
justice must, after following a process of public consultation, within six months of the
commencement of this Chapter, issue Standard Operating Procedures which must be 10
observed by—
(a) the South African Police Service; or
(b) any other person or agency who or which is authorised in terms of the
provision of any other law to investigate any offence in terms of any law,
in the investigation of any offence or suspected offence in terms of Part I or Part II of 15
Chapter 2 or any other offence or suspected offence which may be committed by means
of or facilitated by the use of an article.
(2) The Standard Operating Procedures referred to in subsection (1) and any
amendment thereto must be published in the Gazette.
Application of provisions in this Chapter

20

27. The Criminal Procedure Act, 1977, applies in addition to the provisions of this
Chapter in so far that it is not inconsistent with the provisions of this Chapter.
Search for, access to, or seizure of certain articles
28. A police official may, in accordance with the provisions of this Chapter, search for,
access or seize any article, within the Republic.
25
Article to be searched for, accessed or seized under search warrant
29. (1) Subject to the provisions of sections 31, 32, 33 and 40(1) and (2) of this Act,
section 4(3) of the Customs and Excise Act, 1964, sections 69(2)(b) and 71 of the Tax
Administration Act, 2011, and section 21(e) and (f) of the Customs Control Act, 2014,
an article can only be searched for, accessed or seized by virtue of a search warrant
issued—
(a) by a magistrate or judge of the High Court, on written application by a police
official, if it appears to the magistrate or judge, from information on oath or by
way of affirmation, as set out in the application, that there are reasonable
grounds for believing that an article—
(i) is within his or her area of jurisdiction; or
(ii) is being used or is involved or has been used or was involved in the
commission of an offence—
(aa) within his or her area of jurisdiction; or
(bb) within the Republic, if it is unsure within which area of jurisdiction
the article is being used or is involved in the commission of an
offence; or
(b) by a magistrate or judge of the High Court presiding at criminal proceedings,
if it appears to such magistrate or judge that an article is required in evidence
at such proceedings.
(2) A search warrant issued under subsection (1) must require a police official
identified in the warrant to search for, access and seize the article in question and, to that
end, must authorise the police official to—
(a) search any person identified in the warrant;
(b) enter and search any container, premises, vehicle, facility, ship or aircraft
identified in the warrant;
(c) search any person who is believed, on reasonable grounds, to be able to
furnish any information of material importance concerning the matter under
investigation and who is found near such container, on or at such premises,
vehicle, facility, ship or aircraft;
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(d) search any person who is believed, on reasonable grounds, to be able to
furnish any information of material importance concerning the matter under
investigation and who—
(i) is nearby;
(ii) uses; or
(iii) is in possession of or in direct control of,
any data, computer program, computer data storage medium or computer
system identified in the warrant to the extent set out in the warrant;
(e) search for any article identified in the warrant to the extent set out in the
warrant;
(f) access an article identified in the warrant to the extent set out in the warrant;
(g) seize an article identified in the warrant to the extent set out in the warrant; or
(h) use or obtain and use any instrument, device, equipment, password,
decryption key, data, computer program, computer data storage medium or
computer system or other information that is believed, on reasonable grounds,
to be necessary to search for, access or seize an article identified in the warrant
to the extent set out in the warrant.
(3) A search warrant issued under subsection (1) may require an investigator or other
person identified in the warrant to assist the police official identified in the warrant, with
the search for, access or seizure of the article in question, to the extent set out in the
warrant.
(4) (a) A search warrant may be executed at any time, unless the person issuing the
warrant in writing specifies otherwise.
(b) A search warrant may be issued on any day and is of force until it is executed or
is cancelled by the person who issued it or, if such person is not available, by a person
with like authority.
(5) A police official who executes a warrant under this section must hand to any
person whose rights in respect of any search, or article accessed or seized under the
warrant have been affected, a copy of the warrant and the written application of the
police official contemplated in subsection (1)(a).
(6) The provisions of subsections (1) to (5) apply with the changes required by the
context to an amendment of a warrant issued in terms of subsection (1).
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Oral application for search warrant or amendment of warrant
30. (1) An application referred to in section 29(1)(a), or an application for the
amendment of a warrant issued in terms of section 29(1)(a), may be made orally by a
specifically designated police official, if it is not reasonably practicable, having regard to
the urgency of the case or the existence of exceptional circumstances, to make a written
application.
(2) An oral application referred to in subsection (1) must—
(a) indicate the particulars of the urgency of the case or the other exceptional
circumstances which, in the opinion of the police official, justify the making
of an oral application; and
(b) comply with any supplementary directives relating to oral applications which
may be issued by the Chief Justice in terms of section 8(3) of the Superior
Courts Act, 2013.
(3) A magistrate or judge of the High Court may, upon an oral application made to him
or her in terms of subsection (1) and subject to subsection (4), issue a warrant or amend
a warrant as contemplated in section 29(1)(a).
(4) A warrant or any amendment to a warrant may only be issued under subsection
(3)—
(a) if the magistrate or judge of the High Court concerned is satisfied, on the facts
alleged in the oral application concerned, that—
(i) there are reasonable grounds to believe that a warrant or any amendment
to a warrant applied for could be issued;
(ii) a warrant or an amendment to a warrant is necessary immediately in
order to search for, access or seize an article—
(aa) within his or her area of jurisdiction; or
(bb) within the Republic, if it is unsure within which area of jurisdiction
the article is being used or is involved in the commission of an
offence; and

35

40

45

50

55

60

21
(iii) it is not reasonably practicable, having regard to the urgency of the case
or the existence of exceptional circumstances, to make a written
application for the issuing of a warrant or to amend a warrant; and
(b) on condition that the police official concerned must submit a written
application to the magistrate or judge of the High Court concerned within 5
48 hours after the issuing of the warrant or amended warrant under subsection
(3).
(5) A warrant or any amendment to a warrant issued under subsection (3) must—
(a) be in writing;
(b) be transmitted electronically to the police official or be provided to the 10
specifically designated police official; and
(c) contain a summary of the facts which were considered and the grounds upon
which the warrant was issued.
(6) A magistrate or judge of the High Court who has issued a warrant or amended a
warrant under subsection (3) or, if he or she is not available, any other magistrate or 15
judge of the High Court must, upon receipt of a written application submitted to him or
her in terms of subsection (4)(b), reconsider that application whereupon he or she may
confirm, amend or cancel that warrant.
(7) A magistrate or judge of the High Court contemplated in subsection (6), who
amends or cancels the warrant must make an order as he or she deems fit how any article 20
which is affected by his or her decision is to be dealt with.
Search for, access to, or seizure of article without search warrant with consent of
person who has lawful authority to consent
31. (1) Any police official may, without a search warrant, execute the powers referred
to in section 29(2), subject to any other law, if the person who has the lawful authority 25
to consent to the search for, access to, or seizure of the article in question, consents, in
writing, to such search, access or seizure.
(2) A police official acting in terms of subsection (1), may, subject to the lawful
consent, in writing, of the person who has the lawful authority to consent, in writing
authorise an investigator to assist him or her with the search for, access to, or seizure of 30
the article in question.
Search for, access to, or seizure of article involved in the commission of an offence
without search warrant
32. (1) A police official may without a search warrant referred to in section 29(1)(a)
search any person, container, premises, vehicle, facility, ship or aircraft for the purposes
of performing the powers referred to in paragraphs (a) and (b) of the definition of
‘‘seize’’ in respect of a computer data storage medium or any part of a computer system
referred to in the definition of ‘‘article’’, if the police official on reasonable grounds
believes—
(a) that a search warrant will be issued to him or her under section 29(1)(a) if he
or she applies for such warrant; and
(b) that the delay in obtaining such warrant would defeat the object of the search
and seizure.
(2) A police official may only access or perform the powers referred to in paragraphs
(c) or (d) of the definition of ‘‘seize’’, in respect of the computer data storage medium or
a computer system referred to in subsection (1), in accordance with a search warrant
issued in terms of section 29(1)(a).
(3) An investigator authorised in writing by a police official may assist the police
official to seize an article as contemplated subsections (1) and (2) and to access the
article as contemplated in subsection (2).
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Search for, access to and seizure of article on arrest of person
33. (1) A police official may without a warrant, as contemplated in section 40 of the
Criminal Procedure Act, 1977, arrest any person—
(a) who commits any offence in terms of Part I or Part II of Chapter 2 in his or her
presence;
55
(b) whom he or she reasonably suspects of having committed any offence in terms
of Part I or Part II of Chapter 2; or

22
(c) who is concerned with or against whom a reasonable complaint has been
made or credible information has been received or a reasonable suspicion
exists that he or she has been concerned with an offence—
(i) similar to those contemplated in Part I or Part II of Chapter 2; or
(ii) substantially similar to an offence recognised in the Republic, which may 5
be committed by means of, or facilitated by the use of an article,
in a foreign State, and for which he or she is, under any law relating to
extradition or fugitive offenders, liable to be arrested or detained in custody in
the Republic.
(2) On the arrest of a person contemplated in subsection (1) or in terms of section 40 10
or 43 of the Criminal Procedure Act, 1977, a police official may search for and perform
the powers referred to in paragraphs (a) and (b) of the definition of ‘‘seize’’ in respect of
a computer data storage medium or any part of a computer system referred to in the
definition of ‘‘article, which is found in the possession of or in the custody or under the
15
control of the person.
(3) A police official may only access or perform the powers referred to in paragraphs
(c) or (d) of the definition of ‘‘seize’’, in respect of a computer data storage medium or
a computer system referred to in subsection (2), in accordance with a search warrant
issued in terms of section 29(1)(a).
(4) An investigator authorised in writing by a police official may assist the police 20
official to seize an article as contemplated subsections (2) and (3) and to access the
article as contemplated in subsection (3).
Assisting police official or investigator
34. (1) An electronic communications service provider, financial institution or person,
other than the person who is suspected of having committed the offence which is being 25
investigated, who is in control of any container, premises, vehicle, facility, ship, aircraft,
data, computer program, computer data storage medium or computer system that is
subject to a search authorised in terms of section 29(1) must, if required, provide—
(a) technical assistance; and
30
(b) such other assistance as may be reasonably necessary,
to a police official or investigator in order to search for, access or seize an article.
(2) An electronic communications service provider, financial institution or person
who fails to comply with the provisions of subsection (1) is guilty of an offence and is
liable on conviction to a fine or imprisonment for a period not exceeding two years or to
35
both a fine and such imprisonment.
Obstructing or hindering police official or investigator and authority to overcome
resistance
35. (1) Any person who unlawfully and intentionally obstructs or hinders a police
official or an investigator in the exercise of his or her powers or the performance of his
or her duties or functions in terms of this Chapter or who refuses or fails to comply with
a search warrant issued in terms of section 29(1), is guilty of an offence and is liable on
conviction to a fine or imprisonment for a period not exceeding two years or to both a
fine and such imprisonment.
(2) (a) A police official who may lawfully execute any power conferred upon him or
her in terms of section 29(2), may use such force as may be—
(i) reasonably necessary; and
(ii) proportional to all the circumstances,
relating to the execution of such powers.
(b) No police official may enter upon or search any premises, vehicle, facility, ship or
aircraft unless he or she has audibly demanded admission to the premises, vehicle,
facility, ship or aircraft and has notified the purpose of his or her entry.
(c) The provisions of paragraph (b) do not apply where the police official is, on
reasonable grounds, of the opinion that an article which is the subject of the search may
be destroyed, disposed of or tampered with if the provisions of paragraph (b) are
complied with.
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Powers conferred upon police official or investigator to be conducted in decent and
orderly manner with due regard to rights of other persons
36. (1) The powers conferred upon a police official or an investigator in terms of
section 29(2), 31, 32 or 33, must be conducted—
(a) with strict regard to decency and order; and
5
(b) with due regard to the rights, responsibilities and legitimate interests of other
persons in proportion to the severity of the offence.
(2) If a female needs to be searched physically in terms of section 29(2)(a), (c) or (d),
32 or 33, such search must be carried out by a police official who is also a female:
Provided that if no female police official is available, the search must be carried out by 10
any female designated for that purpose by a police official.
Wrongful search, access or seizure and restriction on use of instrument, device,
password or decryption key or information to gain access
37. (1) A police official or an investigator who unlawfully and intentionally—
(a) acts contrary to the authority of—
(i) a search warrant issued under section 29(1); or
(ii) consent granted in terms of section 31(1); or
(b) without being authorised thereto under this Chapter or the provision of any
other law which affords similar powers to a police official or investigator—
(i) searches for, accesses or seizes data, a computer program, a computer
data storage medium or any part of a computer; or
(ii) obtains or uses any instrument, device, password, decryption key or
other information that is necessary to access data, a computer program, a
computer data storage medium or any part of a computer system,
is guilty of an offence.
(2) (a) A police official or an investigator who obtains or uses any instrument, device,
equipment, password, decryption key, data or other information contemplated in section
29(2)(h)—
(i) must use the instrument, device, equipment, password, decryption key, data or
information only in respect of and to the extent specified in the warrant to gain
access to or use data, a computer program, a computer data storage medium or
any part of a computer system in the manner and for the purposes specified in the
search warrant concerned; and
(ii) must destroy all passwords, decryption keys, data or other information if—
(aa) it is not required by a person who may lawfully possess the passwords,
decryption keys, data or other information;
(bb) it will not be required for purposes of any criminal proceedings or civil
proceedings contemplated in Chapter 5 or 6 of the Prevention of Organised
Crime Act, 1998, or for purposes of evidence or for purposes of an order of
court; or
(cc) no criminal proceedings or civil proceedings as contemplated in Chapter 5
or 6 of the Prevention of Organised Crime Act, 1998, are to be instituted in
connection with such information.
(b) A police official or an investigator who unlawfully and intentionally—
(i) uses an instrument, device, equipment, password, decryption key, data or
information outside the authorisation of a warrant as contemplated in paragraph
(a)(i); or
(ii) fails to destroy all passwords, decryption keys, data or other information as
contemplated in paragraph (a)(ii),
is guilty of an offence.
(3) A police official or an investigator who contravenes or fails to comply with
subsection (1) or (2), is liable on conviction to a fine or imprisonment for a period not
exceeding 2 years or to both a fine and such imprisonment.
(4) Where a police official or an investigator is convicted of an offence referred to in
subsection (1) or (2), the court convicting such a person may, upon application of any
person who has suffered damage or upon the application of the prosecutor acting on the
instructions of that person, award compensation in respect of such damage, whereupon
the provisions of section 300 of the Criminal Procedure Act, 1977, apply with the
necessary changes required by the context to such award.

15

20

25

30

35

40

45

50

55

24
False information under oath or by way of affirmation
38. (1) Any person who unlawfully or intentionally gives false information under oath
or by way of affirmation knowing it to be false or not knowing it to be true, with the
result that—
5
(a) a search warrant is issued;
(b) a search contemplated in section 31 took place on the basis of such
information;
(c) a person, container, premises, vehicle, facility, ship or aircraft is searched or a
computer data storage medium or any part of a computer system is seized or
10
accessed in terms of section 32;
(d) an expedited preservation of data direction contemplated in section 41 is
issued;
(e) a preservation of evidence direction contemplated in section 42 is issued; or
(f) a disclosure of data direction contemplated in section 44 is issued,
is guilty of an offence and is liable on conviction to a fine or to imprisonment for a period 15
not exceeding 2 years or to both such fine and imprisonment.
(2) Where a person is convicted of an offence referred to in subsection (1), the court
convicting such a person may, upon application of any person who has suffered damage
or upon the application of the prosecutor acting on the instructions of that person, award
compensation in respect of such damage, whereupon the provisions of section 300 of the 20
Criminal Procedure Act, 1977, apply with the necessary changes required by the context
to such award.
Prohibition on disclosure of information
39. (1) No person, investigator, police official, electronic communications service
provider, financial institution or an employee of an electronic communications service
provider or financial institution may, subject to subsection (2), disclose any information
which he, she or it has obtained in the exercise of his, her or its powers or the
performance of his, her or its duties in terms of Chapters 4 or 5 of this Act, except—
(a) to any other person who of necessity requires it for the performance of his or
her functions in terms of this Act;
(b) if he or she is a person who of necessity supplies such information in the
performance of his or her duties or functions in terms of this Act;
(c) if it is information which is required in terms of any law or as evidence in any
court of law;
(d) if it constitutes information-sharing between electronic communications
service providers, financial institutions, the South African Police Service,
competent authorities or any other person or entity which is aimed at
preventing, detecting, investigating or mitigating cybercrime: Provided that
such information-sharing may not prejudice any criminal investigation or
criminal proceedings; or
(e) to any competent authority in a foreign State which requires it for the
prevention, detection, or mitigation of cybercrime, or the institution of
criminal proceedings or an investigation with a view to institute criminal
proceedings.
(2) The prohibition on disclosure of information contemplated in subsection (1) does
not apply where the disclosure—
(a) is protected or authorised under the Protected Disclosures Act, 2000, the
Companies Act, 2008, the Prevention and Combating of Corrupt Activities
Act, 2004, the National Environmental Management Act, 1998, or the Labour
Relations Act, 1995;
(b) is authorised in terms of this Act or any other Act of Parliament; or
(c) reveals a criminal activity.
(3) A person, investigator, police official, electronic communications service provider,
financial institution or an employee of an electronic communications service provider or
financial institution who unlawfully and intentionally contravenes the provisions of
subsection (1) is guilty of an offence and is liable on conviction to a fine or imprisonment
for a period not exceeding three years or to both a fine and such imprisonment.
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Interception of indirect communication, obtaining of real-time communicationrelated information and archived communication-related information
40. (1) The interception of data which is an indirect communication as defined in
section 1 of the Regulation of Interception of Communications and Provision of
Communication-related Information Act, 2002, must take place in terms of a direction
issued in terms of section 16(4) or 18(3) of that Act and must, subject to subsection (4),
be dealt with further in the manner provided for in that Act.
(2) The obtaining of real-time communication-related information as defined in
section 1 of the Regulation of Interception of Communications and Provision of
Communication-related Information Act, 2002, on an ongoing basis, as it becomes
available must take place in terms of a direction issued in terms of section 17(3) or 18(3)
of that Act, and must, subject to subsection (4), be dealt with further in the manner
provided for in that Act.
(3) An electronic communications service provider who is—
(a) in terms of section 30(1)(b) of the Regulation of Interception of Communications and Provision of Communication-related Information Act, 2002,
required to provide an electronic communications service which has the
capability to store communication-related information; and
(b) not required to store communication-related information in terms of a
directive issued in terms of section 30(2) of that Act,
must, in addition to any other obligation imposed by any law, comply with—
(i) a real-time communication-related direction contemplated in subsection (2) in
terms of which the electronic communications service provider is directed to
provide real-time communication-related information in respect of a customer,
on an ongoing basis, as it becomes available;
(ii) an expedited preservation of data direction contemplated in section 41, in terms
of which the electronic communications service provider is directed to preserve
real-time communication-related information in respect of a customer;
(iii) a preservation of evidence direction contemplated in section 42 in terms of
which the electronic communications service provider is directed to preserve
real-time communication-related information in respect of a customer;
(iv) a disclosure of data direction contemplated in section 44 in terms of which the
electronic communications service provider is directed to provide real-time
communication-related information in respect of a customer that was stored by
the electronic communications service provider; or
(v) any order of the designated judge in terms of section 48(6), in terms of which the
electronic communications service provider is ordered to—
(aa) obtain and preserve any real-time communication-related information; or
(bb) furnish traffic data.
(4) Any indirect communication which is intercepted or any real-time communication-related information which is obtained on an ongoing basis, or archived communication-related information which was obtained and stored, or traffic data which is
obtained at the request of an authority, court or tribunal exercising jurisdiction in a
foreign State must further be dealt with in the manner provided for in an order referred
to in section 48(6), which is issued by the designated judge.

5

10

15

20

25

30

35

40

45

Expedited preservation of data direction
41. (1) A specifically designated police official may, if he or she on reasonable
grounds believes that any person, an electronic communications service provider
referred to in section 40(3), or a financial institution, is in possession of, is to receive, or
is in control of data—
50
(a) which is relevant to;
(b) which was used or may be used in;
(c) for the purposes of or in connection with;
(d) which has facilitated or may facilitate; or
(e) which may afford evidence of,
55
the commission or intended commission of—
(i) an offence in terms of Part I or Part II of Chapter 2;
(ii) any other offence in terms of the laws of the Republic, which may be committed
by means of, or facilitated by, the use of an article; or
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(iii) an offence—
(aa) similar to those contemplated in Part I or Part II of Chapter 2; or
(bb) substantially similar to an offence recognised in the Republic, which may
be committed by means of, or facilitated by the use of an article,
in a foreign State,
issue, with due regard to the rights, responsibilities and legitimate interests of other
persons in proportion to the severity of the offence in question, an expedited
preservation of data direction to such a person, electronic communications service
provider or financial institution.
(2) Subsection (1) also applies to—
(a) archived communication-related information which an electronic communications service provider is no longer required to store due to the fact that the
period contemplated in section 30(2)(a)(iii) of the Regulation of Interception
of Communications and Provision of Communication-related Information
Act, 2002, is due to come to an end; or
(b) any other data—
(i) which must be stored for a certain period in terms of any other law and
that period is due to come to an end; or
(ii) which is stored by an electronic communications service provider which
is not real-time communication-related information or archived communication-related information as contemplated in section 1, read with
section 30(2) and any directive issued in terms of that section, of the
Regulation of Interception of Communications and Provision of Communication-related Information Act, 2002.
(3) An expedited preservation of data direction must be in the prescribed form and
must be served on the person, electronic communications service provider or financial
institution affected thereby, in the prescribed manner by a police official.
(4) An expedited preservation of data direction must direct the person, electronic
communications service provider or financial institution affected thereby, from the time
of service of the direction, and for a period of 21 days—
(a) to preserve the current status of;
(b) not to deal in any manner with; or
(c) to deal in a certain manner with,
the data referred to in the direction in order to preserve the availability and integrity of
the data.
(5) No data may be disclosed to a police official on the strength of an expedited
preservation of data direction unless it is authorised in terms of section 44.
(6) The 21 day period referred to in subsection (4), may only be extended by way of
a preservation of evidence direction contemplated in section 42, once, for an additional
period which may not exceed 90 days.
(7) A person, electronic communications service provider or financial institution to
whom an expedited preservation of data direction, referred to in subsection (1), is
addressed may, in writing in the prescribed form and manner, apply to a magistrate in
whose area of jurisdiction the person, electronic communications service provider or
financial institution is situated, for an amendment or the cancellation of the direction
concerned on the ground that he, she or it cannot timeously or in a reasonable fashion,
comply with the direction.
(8) The magistrate to whom an application is made in terms of subsection (7) must, as
soon as possible after receipt thereof—
(a) consider the application and may for this purpose, order oral or written
evidence to be adduced regarding any fact alleged in the application;
(b) give a decision in respect of the application; and
(c) inform the applicant and specifically designated police official referred to in
subsection (1) of the outcome of the application.
(9) A person, electronic communications service provider or financial institution
referred to in subsection (1) who—
(a) fails to comply with an expedited preservation of data direction or contravenes
the provisions of subsection (5); or
(b) makes a false statement in an application referred to in subsection (7),
is guilty of an offence and is liable on conviction to a fine or imprisonment for a period
not exceeding two years or to both a fine and such imprisonment.
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Preservation of evidence direction
42. (1) A magistrate or judge of the High Court may, on written application by a police
official, if it appears to the magistrate or judge, from information on oath or by way of
affirmation, as set out in the application, that there are reasonable grounds for believing
that any person, electronic communications service provider or financial institution may
receive, is in possession of, or is in control of an article—
(a) relevant to;
(b) which was used or may be used in;
(c) for the purpose of or in connection with;
(d) which has facilitated or may facilitate; or
(e) which may afford evidence of,
the commission or intended commission of—
(i) an offence under Part I or Part II of Chapter 2;
(ii) any other offence in terms of the laws of the Republic, which may be committed
by means of, or facilitated by the use of an article; or
(iii) an offence—
(aa) similar to those contemplated in Part I or Part II of Chapter 2; or
(bb) substantially similar to an offence recognised in the Republic, which may
be committed by means of, or facilitated by the use of an article,
in a foreign State,
with due regard to the rights, responsibilities and legitimate interests of other persons in
proportion to the severity of the offence in question, issue a preservation of evidence
direction.
(2) A preservation of evidence direction must be in the prescribed form and must be
served on the person, electronic communications service provider or financial institution
affected thereby, in the prescribed manner by a police official.
(3) The preservation of evidence direction must direct the person, electronic
communications service provider or financial institution, from the time of service of the
direction, and for the time period specified in the direction, which may not exceed 90
days—
(a) to preserve the current status of;
(b) not to deal in any manner with; or
(c) to deal in a certain manner with,
an article in order to preserve the availability of or integrity of the article.
(4) Any person, electronic communications service provider or financial institution
who fails to comply with a preservation of evidence direction is guilty of an offence and
is liable on conviction to a fine or to imprisonment for a period not exceeding three years
or to both a fine and such imprisonment.
(5) A person, electronic communications service provider or financial institution to
whom a preservation of evidence direction referred to in subsection (1) is addressed
may, in writing in the prescribed form and manner, apply to a magistrate or judge of the
High Court in whose area of jurisdiction the person, electronic communications service
provider or financial institution is situated for an amendment or the cancellation of the
direction concerned on the ground that he, she or it cannot timeously or in a reasonable
fashion, comply with the order.
(6) The magistrate or judge of the High Court to whom an application is made in terms
of subsection (5) must, as soon as possible after receipt thereof—
(a) consider the application and may, for this purpose, order oral or written
evidence to be adduced regarding any fact alleged in the application;
(b) give a decision in respect of the application; and
(c) inform the applicant and police official of the outcome of the application.
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Oral application for preservation of evidence direction
43. (1) An application referred to in section 42(1), may be made orally by a police
official, if he or she is of the opinion that it is not reasonably practicable, having regard
to the urgency of the case or the existence of exceptional circumstances, to make written 55
application.
(2) An oral application referred to in subsection (1) must—
(a) indicate the particulars of the urgency of the case or the other exceptional
circumstances which, in the opinion of the police official, justify the making
of an oral application; and
60
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(b) comply with any supplementary directives relating to oral applications which
may be issued by the Chief Justice in terms of section 8(3) of the Superior
Courts Act, 2013.
(3) A magistrate or judge of the High Court may, upon an oral application made to him
or her in terms of subsection (1), with due regard to the rights, responsibilities and
legitimate interests of other persons in proportion to the severity of the offence in
question, issue the preservation of evidence direction applied for.
(4) A preservation of evidence direction may only be issued under subsection (3)—
(a) if the magistrate or judge of the High Court concerned is satisfied, on the facts
alleged in the oral application concerned, that—
(i) there are reasonable grounds to believe that a preservation of evidence
direction applied for could be issued;
(ii) a preservation of evidence direction is necessary immediately in order to
ensure the availability of, or integrity of the article; and
(iii) it is not reasonably practicable, having regard to the urgency of the case
or the existence of exceptional circumstances, to make a written
application for the issuing of the preservation of evidence direction
applied for; and
(b) on condition that the police official concerned must submit a written
application to the magistrate or judge of the High Court concerned within 48
hours after the issuing of the preservation of evidence direction under
subsection (3).
(5) A preservation of evidence direction issued under subsection (3) must be in
writing and must be transmitted electronically to the police official or be provided to the
specifically designated police official.
(6) A magistrate or judge of the High Court who issued a direction under subsection
(3) or, if he or she is not available, any other magistrate or judge of the High Court must,
upon receipt of a written application submitted to him or her in terms of subsection
(4)(b), reconsider that application whereupon he or she may confirm, amend or cancel
that preservation of evidence direction.
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Disclosure of data direction and search for, access to and seizure of articles subject
to preservation of evidence direction
44. (1) Where—
(a) an expedited preservation of data direction or a preservation of evidence
direction is in place and it is expedient to obtain data without issuing a search
warrant contemplated in section 29(1); or
(b) it is otherwise expedient to obtain data without issuing a search warrant
contemplated in section 29(1),
a magistrate or judge of the High Court may, subject to section 4(3) of the Customs and
Excise Act, 1964, sections 69(2)(b) and section 71 of the Tax Administration Act, 2011
and section 21(e) and (f) of the Customs Control Act, 2014, on written application by a
police official, if it appears to the magistrate or judge from information on oath or by
way of affirmation, as set out in the application, that there are reasonable grounds for
believing that a person, electronic communications service provider or financial
institution, other than the person, electronic communications service provider or
financial institution who is suspected of having committed the offence which is being
investigated, may receive, is in possession of, or is in control of data which is relevant
to or which may afford evidence of the commission or intended commission of—
(i) an offence in terms of Part I or Part II of Chapter 2; or
(ii) any other offence in terms of the laws of the Republic, which may be committed
by means of, or facilitated by the use of an article,
issue a disclosure of data direction.
(2) An application contemplated in subsection (1) must—
(a) contain the identity of the police official who applies for the disclosure of data
direction;
(b) identify the customer, if known, or the service or communication in respect of
whom data is to be provided;
(c) identify the person, electronic communications service provider or financial
institution to whom the disclosure of data direction must be addressed;
(d) contain a description of the data which must be provided and the format in
which it must be provided;
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(e) contain a description of the offence which has been or is being or will
probably be committed; and
(f) comply with any supplementary directives relating to applications for
expedited disclosure of data, which may be issued by the Chief Justice in
terms of section 8(3) of the Superior Courts Act, 2013.
(3) Upon receipt of an application in terms of subsection (1), a magistrate or judge
must satisfy himself or herself—
(a) that there are reasonable grounds for believing that—
(i) an offence in terms of Part I or Part II of Chapter 2; or
(ii) any other offence in terms of the laws of the Republic, which may be
committed by means of, or facilitated by the use of an article,
has been, is being or will probably be committed or that it is necessary to
determine whether such an offence has been so committed; and
(b) that it will be in the interests of justice if a disclosure of data direction is
issued.
(4) A disclosure of data direction must be in the prescribed form and must be served
on the person, electronic communications service provider or financial institution
affected thereby, in the prescribed manner by a police official.
(5) The disclosure of data direction—(a) must direct the person, electronic communications service provider or
financial institution to provide data identified in the direction to the extent set
out in the direction to an identified police official;
(b) must set out the period within which the data identified in paragraph (a) must
be provided; and
(c) may specify conditions or restrictions relating to the provision of data
authorised therein.
(6) A person, electronic communications service provider or financial institution to
whom a disclosure of data direction referred to in subsection (5) is addressed may, in
writing in the prescribed form and manner, apply to the magistrate or judge for an
amendment or the cancellation of the direction concerned on the ground that he or she
cannot timeously or in a reasonable fashion comply with the direction.
(7) The magistrate or judge to whom an application is made in terms of subsection (6)
must, as soon as possible after receipt thereof—
(a) consider the application and may, for this purpose, order oral or written
evidence to be adduced regarding any fact alleged in the application;
(b) give a decision in respect of the application; and
(c) if the application is successful, inform the police official of the outcome of the
application.
(8) Any data which is made available in terms of a disclosure of data direction, must
be—
(a) provided to the police official identified in the direction; and
(b) accompanied by an affidavit in the prescribed form by the person or authorised
representative of an electronic communications service provider or financial
institution, verifying the authenticity, integrity and reliability of the data that
is furnished.
(9) A person, electronic communications service provider or a financial institution
who—
(a) fails to comply with a disclosure of data direction;
(b) makes a false statement in an application referred to in subsection (6); or
(c) fails to comply with subsection (8),
is guilty of an offence and is liable on conviction to a fine or imprisonment for a period
not exceeding two years or to both a fine and such imprisonment.
(10) (a) Any article subject to a preservation of evidence direction that is not ‘‘data’’
must be seized in terms of a warrant referred to in section 29(1).
(b) A police official may, at any time, apply for a search warrant in terms of section
29(1) to search for, access or seize an article (which includes ‘‘data’’) that is or was
subject to a preservation of evidence direction.

5

10

15

20

25

30

35

40

45

50

55

Obtaining and using publicly available data or receiving data from person who is
in possession of data
45. A police official may, without being specifically authorised thereto in terms of this 60
Chapter, for the purposes of investigating any offence or suspected offence in terms of

30
Part I or Part II of Chapter 2 or any other offence or suspected offence in terms of the
laws of the Republic, which may be committed by means of, or facilitated by the use of
an article—
(a) receive, obtain or use publicly available data regardless of where the data is
located geographically; or
(b) receive and use non-publicly available data, regardless of where the data is
located geographically, if a person who is in control of, or possesses the data,
voluntarily and on such conditions regarding confidentiality and limitation of
use which he or she deems necessary, discloses the data to a police official.

5

CHAPTER 5

10

MUTUAL ASSISTANCE
Application of provisions in this Chapter
46. The provisions of sections 48 to 51 apply in addition to Chapter 2 of the
International Co-operation in Criminal Matters Act, 1996, and relate, unless specified
otherwise, to the preservation of an article or other evidence in electronic format 15
regarding the commission or suspected commission of—
(a) an offence in terms of Part I or Part II of Chapter 2;
(b) any other offence in terms of the laws of the Republic, which may be
committed by means of, or facilitated by the use of an article; or
(c) an offence—
20
(i) similar to those contemplated in Part I or Part II of Chapter 2; or
(ii) substantially similar to an offence recognised in the Republic, which may
be committed by means of, or facilitated by the use of an article,
in a foreign State,
pending a request in terms of section 2 or 7 of the International Co-operation in Criminal 25
Matters Act, 1996.
Spontaneous information
47. (1) The National Commissioner or the National Head of the Directorate, may, on
such conditions regarding confidentiality and limitation of use as he or she may
determine furnish any information obtained during any investigation, to a law
enforcement agency of a foreign State when the National Commissioner or the National
Head of the Directorate is of the opinion that the disclosure of such information may—
(a) assist the foreign State in the initiation or carrying out of investigations; or
(b) lead to further cooperation with a foreign State to carry out an investigation,
regarding the commission or suspected commission of—
(i) an offence contemplated in Part I or Part II of Chapter 2, in the Republic;
(ii) any other offence in terms of the laws of the Republic, which may be committed
or facilitated by means of an article; or
(iii) an offence—
(aa) similar to those contemplated in Part I or Part II of Chapter 2; or
(bb) substantially similar to an offence recognised in the Republic, which may
be committed by means of or facilitated by the use of an article,
in that foreign State.
(2) The South African Police Service may receive any information from a foreign
State, subject to such conditions regarding confidentiality and limitation of use as may
be agreed upon, which will—
(a) assist the South African Police Service in the initiation or carrying out of
investigations; or
(b) lead to further cooperation with a foreign State to carry out an investigation,
regarding the commission or suspected commission of—
(i) an offence contemplated in Part I or Part II of Chapter 2, in the Republic;
(ii) any other offence in terms of the laws of the Republic, which may be committed
by means of or facilitated by, an article; or
(iii) an offence—
(aa) similar to those contemplated in Part I or Part II of Chapter 2; or
(bb) substantially similar to an offence recognised in the Republic, which may
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be committed by means of or facilitated by the use of an article,
in that foreign State.
Foreign requests for assistance and cooperation
48. (1) A request by an authority, court or tribunal exercising jurisdiction in a foreign
State for the—
(a) preservation of data or other article;
(b) seizure of data or other article;
(c) expedited disclosure of traffic data;
(d) obtaining of real-time communication-related information or archived communication-related information; or
(e) interception of indirect communications,
must, subject to subsection (7), be submitted to the designated Point of Contact.
(2) The designated Point of Contact must submit the request to the National Director
of Public Prosecutions for consideration.
(3) (a) Upon receipt of a request referred to in subsection (2), the National Director of
Public Prosecutions must satisfy himself or herself—
(i) that proceedings have been instituted in a court or tribunal exercising jurisdiction
in the requesting foreign State; or
(ii) that there are reasonable grounds for believing that an offence has been
committed in the requesting foreign State or that it is necessary to determine
whether an offence has been so committed and that an investigation in respect
thereof is being conducted in the requesting foreign State; and
(iii) that the offence in question is—
(aa) similar to those contemplated in Part I or Part II of Chapter 2; or
(bb) substantially similar to an offence recognised in the Republic, which may
be committed by means of, or facilitated by the use of an article; and
(iv) that the foreign State intends to submit a request in terms of section 7 of the
International Co-operation in Criminal Matters Act, 1996, for obtaining the data,
information, communication or article in the Republic for use in such
proceedings or investigation in the foreign State.
(b) For purposes of paragraph (a), the National Director of Public Prosecutions may
rely on a certificate purported to be issued by a competent authority in the foreign State
concerned, stating the facts contemplated in subsection 3(a).
(4) (a) The National Director of Public Prosecutions must submit the request for
assistance, together with his or her recommendations, to the Cabinet member
responsible for the administration of justice, for his or her approval.
(b) Upon being notified of the Cabinet member’s approval the National Director of
Public Prosecutions must forward the request contemplated in subsection (1) to the
designated judge for consideration.
(5) Where the request relates to the expedited disclosure of traffic data, subsections
(3)(a)(iv) and (4) do not apply, and the National Director of Public Prosecutions must
submit the request for assistance, together with his or her recommendations, to the
designated judge.
(6) Subject to subsections (7) and (8), the designated judge may on receipt of a request
referred to in subsection (4) or (5), issue any order which he or she deems appropriate
to ensure that the requested—
(a) data or other article is preserved in accordance with section 42;
(b) data or other article is seized on an expedited basis in accordance with section
29 and preserved;
(c) traffic data is disclosed on an expedited basis in accordance with section
44(1);
(d) real-time communication-related information or archived communicationrelated information, is obtained and preserved; or
(e) indirect communications are intercepted and preserved,
as is specified in the request.
(7) The designated judge may only issue an order contemplated in subsection (6), if—
(a) on the facts alleged in the request, there are reasonable grounds to believe
that—
(i) an offence substantially similar to the offences contemplated in Part I or
Part II of Chapter 2 has been or is being or will probably be committed;
or
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(ii) any other offence substantially similar to an offence recognised in the
Republic, has been or is being or will probably be committed by means
of, or facilitated through the use of an article; and
(iii) for purposes of the investigation it is necessary, in the interests of justice,
to give an order contemplated in subsection (6);
(b) the request clearly identifies—
(i) the person, electronic communications service provider or financial
institution—
(aa) who or which will receive, is in possession of, or is in control of, the
data or other article that must be preserved; or
(bb) from whose facilities the data, real-time communication-related
information, archived communication-related information, indirect
communications or traffic data must be obtained or intercepted;
(ii) the data or other article which must be preserved;
(iii) the data which must be seized on an expedited basis;
(iv) the traffic data which must be disclosed on an expedited basis;
(v) the real-time communication-related information or archived communication-related information, which is to be obtained; or
(vi) the indirect communications, which are to be intercepted;
(c) the request is, where applicable, in accordance with—
(i) any treaty, convention or other agreement to which that foreign State and
the Republic are parties or which can be used as a basis for mutual
assistance; or
(ii) any agreement with any foreign State entered into in terms of section 57;
and
(d) the order contemplated in subsection (6) is in accordance with any applicable
law of the Republic.
(8) Where a request relates to the expedited disclosure of traffic data as contemplated
in subsection (6)(c), the designated judge may—
(a) specify conditions or restrictions relating to the disclosure of traffic data as he
or she deems appropriate; or
(b) refuse to issue an order referred to in subsection (6)(c), if the disclosure of the
traffic data will, or is likely to, prejudice the sovereignty, security, public
safety, or other essential interests of the Republic.
(9) (a) In the case of urgency, a request by any authority, court or tribunal exercising
jurisdiction in a foreign State referred to in subsection (1), may be submitted directly to
the designated judge.
(b) Upon receipt of a request in terms of paragraph (a), the designated judge may
issue any order referred to in subsection (6).
(10) (a) An order contemplated in subsection (6) must be served or executed by a
specifically designated police official.
(b) The specifically designated police official referred to in paragraph (a), must
inform—
(i) the designated judge; and
(ii) the National Director of Public Prosecutions,
in writing, of the fact that an order has been served or executed.
(11) The National Director of Public Prosecutions must, in writing, inform the
applicable authority in a foreign State of the fact that an order was issued and executed
or not issued.
Complying with order of designated judge
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49. (1) A person, electronic communications service provider or financial institution
must comply with an order of the designated judge issued in terms of section 48(6).
(2) A person electronic communications service provider or financial institution to
whom an order referred to in section 48(6) is addressed may, in writing, apply to the
designated judge for an amendment or the cancellation of the order concerned on the 55
ground that he, she or it cannot timeously or in a reasonable fashion, comply with the
order.
(3) The designated judge to whom an application is made in terms of subsection (2)
must, as soon as possible after receipt thereof—
(a) consider the application and may, for this purpose, order oral or written 60
evidence to be adduced regarding any fact alleged in the application;
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(b) give a decision in respect of the application; and
(c) if the application is successful, inform the National Director of Public
Prosecutions of the outcome of the application.
(4) A person, electronic communications service provider or financial institution
who—
(a) fails to comply with an order referred to in section 48(6); or
(b) makes a false statement in an application referred to in subsection (2),
is guilty of an offence and is liable on conviction to a fine or imprisonment for a period
not exceeding two years or to both a fine and such imprisonment.

5

Informing foreign State of outcome of request for mutual assistance and expedited 10
disclosure of traffic data
50. (1) The National Director of Public Prosecutions must inform—
(a) the designated judge; and
(b) the applicable authority in a foreign State,
of the outcome of the request for assistance and cooperation.
(2) Any traffic data which is made available in terms of an order referred to in section
48(6)(c), must be—
(a) provided to the designated Point of Contact, in the prescribed manner, for
submission to the applicable in authority in a foreign State; and
(b) accompanied by—
(i) a copy of the order referred to in section 48(6); and
(ii) an affidavit in the prescribed form by the person or authorised
representative of an electronic communications service provider or
financial institution, verifying the authenticity, integrity and reliability of
the information that is furnished.
(3) The information referred to in subsection (2)(a), together with the copy of the
order and affidavit referred to in subsection (2)(b), must be provided to the applicable
authority in a foreign State which requested the assistance in terms of section 48(1).
(4) A person, electronic communications service provider or financial institution
who—
(a) fails to comply with any regulations contemplated in section 59(1)(a)(xx); or
(b) makes a false statement in an affidavit referred to in subsection (2)(b)(ii),
is guilty of an offence and is liable on conviction to a fine or imprisonment for a period
not exceeding two years or to both a fine and such imprisonment.
Issuing of direction requesting assistance from foreign State
51. (1) If it appears to a magistrate from information on oath or by way of affirmation
that there are reasonable grounds for believing that—
(a) an offence contemplated in Part I or Part II of Chapter 2; or
(b) any other offence in terms of the laws of the Republic, which may be
committed or facilitated by means of an article,
has been committed or that it is necessary to determine whether the offence has been so
committed and that it is necessary, pending the issuing of a letter of request in terms of
section 2(2) of the International Co-operation in Criminal Matters Act, 1996, to—
(i) preserve data or other articles;
(ii) seize data or other articles on an expedited basis;
(iii) disclose traffic data on an expedited basis;
(iv) obtain real-time communication-related information or archived communication-related information; or
(v) intercept indirect communications,
within the area of jurisdiction of a foreign State, the magistrate may issue a direction in
the prescribed form in which assistance from that foreign State is sought as is stated in
the direction.
(2) A direction contemplated in subsection (1) must specify that—
(a) there are reasonable grounds for believing that an offence contemplated in this
Act has been committed in the Republic or that it is necessary to determine
whether an offence has been committed;
(b) an investigation in respect thereof is being conducted; and
(c) for purposes of the investigation it is necessary, in the interests of justice,
that—
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(i) data or other articles specified in the direction be preserved;
(ii) data or any other article specified in the direction is to be seized on an
expedited basis and be preserved;
(iii) traffic data specified in the direction, be disclosed on an expedited basis;
(iv) real-time communication-related information or archived communica- 5
tion-related information specified in the direction, be obtained and be
preserved; or
(v) indirect communication, specified in the direction, be intercepted and be
preserved,
within the area of jurisdiction of a foreign State.
10
(3) The direction must be sent to the National Director of Public Prosecutions for
transmission to—
(a) the appropriate authority in the foreign State; or
(b) a designated point of contact in the foreign State,
which is requested to provide assistance and cooperation.
15
CHAPTER 6
POINT OF CONTACT
Establishment and functions of designated Point of Contact
52. (1) The National Commissioner must—
(a) establish or designate an office within existing structures of the South African
Police Service to be known as the designated Point of Contact for the
Republic; and
(b) equip, operate and maintain the designated Point of Contact.
(2) The National Commissioner exercises final responsibility over the administration
and functioning of the designated Point of Contact.
(3) (a) The designated Point of Contact must ensure the provision of immediate
assistance for the purpose of proceedings or investigations regarding the commission or
intended commission of—
(i) an offence under Part I or Part II of Chapter 2;
(ii) any other offence in terms of the laws of the Republic, which may be committed
or facilitated by means of an article; or
(iii) an offence—
(aa) similar to those contemplated in Part I or Part II of Chapter 2; or
(bb) substantially similar to an offence recognised in the Republic, which may
be committed by means of, or facilitated by the use of an article,
in a foreign State.
(b) The assistance contemplated in subsection (3)(a), includes—
(i) the provision of technical advice and assistance;
(ii) the facilitation or provision of assistance regarding anything which is authorised
under Chapters 4 or 5;
(iii) the provision of legal assistance;
(iv) the identification and location of an article;
(v) the identification and location of a suspect; and
(vi) cooperation with appropriate authorities of a foreign State.
(4) The Cabinet member responsible for policing may make regulations to further—
(a) regulate any aspect provided for in subsection (3);
(b) impose additional duties on the designated Point of Contact; and
(c) regulate any aspect which is necessary or expedient for the proper
implementation of this section.
(5) The National Director of Public Prosecutions must make available members of the
National Prosecuting Authority—
(a) who have particular knowledge and skills in respect of any aspect dealt with
in this Act; and
(b) to whom a security clearance has been issued by the State Security Agency in
terms of section 2A of the National Strategic Intelligence Act, 1994, to the
satisfaction of the National Director of Public Prosecutions,
to provide legal assistance to the designated Point of Contact as may be necessary or
expedient for the effective operation of the designated Point of Contact.
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(6) (a) The Cabinet member responsible for policing must, at the end of each financial
year, submit a report to the Chairperson of the Joint Standing Committee on Intelligence
established by section 2 of the Intelligence Services Control Act, 1994, on the functions
and activities of the designated Point of Contact.
(b) The report contemplated in paragraph (a) must include—
(i) the number of matters in which assistance were provided in terms of subsection
(3)(a); and
(ii) the number of matters in which assistance were received from a foreign State.

5

CHAPTER 7
EVIDENCE

10

Proof of certain facts by affidavit
53. (1) Whenever any fact established by any examination or process requiring any
skill in—
(a) the interpretation of data;
(b) the design of, or functioning of data, a computer program, a computer data
storage medium or a computer system;
(c) computer science;
(d) electronic communications networks and technology;
(e) software engineering; or
(f) computer programming,
is or may become relevant to an issue at criminal proceedings or civil proceedings as
contemplated in Chapter 5 or 6 of the Prevention of Organised Crime Act, 1998, a
document purporting to be an affidavit or a solemn or attested declaration made by a
person who, in that document, states that he or she—
(i)
(aa) falls within a category of persons within the Republic; or
(bb) is in the service of a body in the Republic or a foreign State, designated
by the Cabinet member responsible for the administration of justice, by
notice in the Gazette;
(ii) possesses relevant qualifications, expertise and experience which make him or
her competent to make the affidavit; and
(iii) has established such fact by means of an examination or process that is
documented in the document,
is, upon its mere production at such proceedings, prima facie proof of such fact.
(2) Any person who makes an affidavit or a solemn or attested declaration under
subsection (1) and who in such affidavit or solemn or attested declaration wilfully states
anything which is false, is guilty of an offence and is liable on conviction to a fine or
imprisonment for a period not exceeding two years or to both a fine and such
imprisonment.
(3) The court before which an affidavit or solemn or attested declaration is produced
as prima facie proof of the relevant contents thereof may, in its discretion, cause the
person who made the affidavit or solemn or attested declaration to be subpoenaed to give
oral evidence in the proceedings in question or may cause written interrogatories to be
submitted to such person for reply and such interrogatories and any reply thereto
purporting to be a reply from such person are likewise admissible in evidence at such
proceedings.
(4) No provision of this section affects any other law under which any certificate or
other document is admissible in evidence and the provisions of this section are deemed
to be additional to and not in substitution of any such law.
(5) (a) For the purposes of subsection (1), a document purporting to be an affidavit or
a solemn or attested declaration made by a person who in that affidavit alleges that he or
she is in the service of a body in the Republic or a foreign State designated by the
Cabinet member responsible for the administration of justice, by notice in the Gazette,
has no effect unless—
(i) it is obtained in terms of an order of a competent court or on the authority of a
government institution of the foreign State concerned, as the case may be; and
(ii) it is authenticated—
(aa) in the manner prescribed in the rules of court for the authentication of
documents executed outside the Republic; or
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(bb) by a person and in the manner contemplated in section 7 or 8 of the Justices
of the Peace and Commissioners of Oaths Act, 1963.
(b) The admissibility and evidentiary value of an affidavit contemplated in paragraph
(a) are not affected by the fact that the form of the oath, confirmation or attestation
thereof differs from the form of the oath, confirmation or attestation prescribed in the 5
Republic.
(c) A court before which an affidavit or a solemn or attested declaration contemplated
in paragraph (a) is placed may, in order to clarify any obscurities in the said affidavit,
order that a supplementary affidavit or a solemn or attested declaration be submitted or
that oral evidence be heard: Provided that oral evidence may only be heard if the court 10
is of the opinion that it is in the interests of the administration of justice and that a party
to the proceedings would be prejudiced materially if oral evidence is not heard.
CHAPTER 8
REPORTING OBLIGATIONS AND CAPACITY BUILDING
Obligations of electronic communications service providers and financial institu- 15
tions
54. (1) An electronic communications service provider or financial institution that is
aware or becomes aware that its computer system is involved in the commission of any
category or class of offences provided for in Part I of Chapter 2 and which is determined
in terms of subsection (2), must—
(a) without undue delay and, where feasible, not later than 72 hours after having
become aware of the offence, report the offence in the prescribed form and
manner to the South African Police Service; and
(b) preserve any information which may be of assistance to the law enforcement
agencies in investigating the offence.
(2) The Cabinet member responsible for policing, in consultation with the Cabinet
member responsible for the administration of justice, must by notice in the Gazette,
prescribe—
(a) the category or class of offences which must be reported to the South African
Police Service in terms of subsection (1); and
(b) the form and manner in which an electronic communications service provider
or financial institution must report offences to the South African Police
Service.
(3) An electronic communications service provider or financial institution that fails to
comply with subsection (1), is guilty of an offence and is liable on conviction to a fine
not exceeding R50 000.
(4) Subject to any other law, or obligation, the provisions of subsection (1) must not
be interpreted as to impose obligations on an electronic service provider or financial
institution to—
(a) monitor the data which the electronic communications service provider or
financial institution transmits or stores; or
(b) actively seek facts or circumstances indicating any unlawful activity.
(5) This Chapter does not apply to a financial sector regulator or a function performed
by the South African Reserve Bank in terms of section 10 of the South African Reserve
Bank Act, 1989.
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Capacity to detect, prevent and investigate cybercrimes
55. (1) The Cabinet member responsible for policing must—
(a) establish and maintain sufficient human and operational capacity to detect,
prevent and investigate cybercrimes;
(b) ensure that members of the South African Police Service receive basic training 50
in aspects relating to the detection, prevention and investigation of
cybercrimes; and
(c) in co-operation with any institution of higher learning, in the Republic or
elsewhere, develop and implement accredited training programs for members
of the South African Police Service primarily involved with the detection, 55
prevention and investigation of cybercrimes.
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(2) The Cabinet Member responsible for policing may make regulations to further
regulate any aspect referred to in subsection (1).
(3) The Cabinet Member responsible for policing must, at the end of each financial
year, submit a report to Parliament regarding—
(a) progress made with the implementation of this section;
5
(b) the number of—
(i) offences provided for in Part I or Part II of Chapter 2, which were
reported to the South African Police Services;
(ii) cases which were, in terms of subparagraph (i), reported to the South
African Police Service which resulted in criminal prosecutions; and
10
(iii) cases where no criminal prosecutions were instituted after a period of 18
months after a case was, in terms of subparagraph (i), reported to the
South African Police Service; and
(c) the number of members of the South African Police Service who received
training as contemplated in subsection (1)(b) and (c).
15
National Director of Public Prosecutions must keep statistics of prosecutions
56. (1) The National Director of Public Prosecutions must keep statistics of the
number of prosecutions instituted in terms of Part I or Part II of Chapter 2, the outcome
of such prosecution and any other information relating to such prosecutions, which is
determined by the Cabinet member responsible for the administration of justice.
20
(2) The statistics or information contemplated in subsection (1) must
be included in the report of the National Director of Public Prosecutions referred to in
section 22(4)(g) of the National Prosecuting Authority Act, 1998.
CHAPTER 9
GENERAL PROVISIONS

25

National Executive may enter into agreements
57. (1) The National Executive may enter into any agreement with any foreign State
regarding—
(a) the provision of mutual assistance and cooperation relating to the investigation and prosecution of—
(i) an offence under Part I or Part II of Chapter 2;
(ii) any other offence in terms of the laws of the Republic, which may be
committed by means of, or facilitated by the use of, an article; or
(iii) an offence—
(aa) similar to those contemplated in Part I or Part II of Chapter 2; or
(bb) substantially similar to an offence recognised in the Republic,
which may be committed by means of, or facilitated by the use of,
an article,
in that foreign State;
(b) the implementation of cybercrime response activities;
(c) training, research, information and technology-sharing and the exchange of
information on the detection, prevention, mitigation and investigation of
cybercrimes;
(d) the establishment or designation of points of contact to facilitate the provision
of mutual assistance and cooperation as contemplated in paragraph (a);
(e) the implementation of emergency cross-border response mechanisms to
mitigate the effect of cybercrimes; and
(f) the reciprocal implementation of measures to curb cybercrime.
(2) A member of the National Executive must, as soon as practical after Parliament
has agreed to the ratification of, accession to, amendment of, or revocation of an
agreement referred to in subsection (1), give notice thereof in the Gazette.
Repeal or amendment of laws
58. The laws mentioned in the Schedule are hereby repealed or amended to the extent
reflected in the third column of the Schedule.
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Regulations
59. (1) The Cabinet member responsible for the administration of justice must make
regulations—
(a) to prescribe the—
(i) form and manner of the application contemplated in section 20(1);
(ii) form of the order contemplated in section 20(3);
(iii) form and manner of serving the order contemplated in section 20(4);
(iv) form and manner of the application contemplated in section 20(6);
(v) manner in which the court may subpoena a person as contemplated in
section 20(8);
(vi) form of the direction and affidavit and manner to furnish information to
a court as contemplated in section 21(1)(b);
(vii) manner of serving a direction as contemplated in section 21(2);
(viii) manner of, and the form of, the affidavit to apply for an extension of the
time period or cancellation of the direction as contemplated in section
21(3)(b);
(ix) manner for requesting additional information as contemplated in section
21(4)(b);
(x) form and manner of informing an electronic communications service
provider or person of the outcome of application as contemplated in
section 21(4)(d);
(xi) tariffs of compensation payable to an electronic communications service
provider as contemplated in section 21(6);
(xii) form of the order and manner of service of the order as contemplated in
section 22(3);
(xiii) the form of the expedited preservation of data direction and manner of
service as contemplated in section 41(3);
(xiv) form and manner for the making of an application contemplated in
section 41(7);
(xv) form of the preservation of evidence direction and manner of service
contemplated in section 42(2);
(xvi) form and manner for an application to set aside a preservation of
evidence direction as contemplated in section 42(5);
(xvii) form of the disclosure of data direction and manner of service as
contemplated in section 44(4);
(xviii) form and manner of an application for the amendment or setting aside of
a disclosure of data direction as contemplated in section 44(6);
(xix) form of the affidavit contemplated in section 44(8)(b);
(xx) manner in which traffic data must be submitted to the designated Point of
Contact as contemplated in section 50(2).
(xxi) form of the affidavit contemplated in section 50(2)(b)(ii); and
(xxii) form of the direction contemplated in section 51(1); and
(b) which is not inconsistent with this Act or any other law to prescribe any matter
which in terms of this Act may be prescribed or which may be necessary or
expedient to prescribe in order to achieve or promote the objects of this Act.
(2) (a) The Cabinet member responsible for policing must make regulations in terms
of section 54(2), prescribing the—
(i) category or class of offences which must be reported to the South African Police
Service in terms of section 54(2)(a); and
(ii) form and manner in which an electronic communications service provider or
financial institution must report offences to the South African Police Service as
contemplated in section 54(2)(b).
(b) The Cabinet member responsible for policing may make regulations to further
regulate aspects contemplated in section 52(4) and 55(2).
Short title and commencement
60. (1) This Act is called the Cybercrimes Act, 2019, and comes into operation on a
date fixed by the President by proclamation in the Gazette.
(2) Different dates may be fixed under subsection (1) in respect of different provisions
of this Act.
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Schedule
(Section 58)
LAWS REPEALED OR AMENDED
Number and year
Short title
of law
Act No. 51 of 1977 Criminal Procedure
Act, 1977

Extent of repeal or amendment
(a) The addition of the following items
to Schedule 5:
‘‘A contravention of sections 8, 9
or 10 of the Cybercrimes Act,
2019—
(a) involving amounts of more
than R500 000,00;
(b) involving amounts of more
than R100 000,00, if it is
proven that the offence was
committed—
(i) by a person, group of
persons, syndicate or any
enterprise acting in the
execution or furtherance
of a common purpose or
conspiracy;
(ii) by a person or with the
collusion or assistance
of another person, who
as part of his or her duties, functions or lawful
authority was in charge
of, in control of, or had
access to data, a computer program, a computer data storage medium or a computer
system of another person
in respect of which the
offences in question
were committed; or
(iii) by any law enforcement
officer—
(aa) involving amounts
of more than
R10 000; or
(bb) as a member of a
group of persons,
syndicate or any
enterprise acting in
the execution or
furtherance of a
common purpose or
conspiracy; or
(cc) with the collusion
or assistance of
another person,
who as part of his
or her duties, functions or lawful authority was in
charge of, in control
of, or had access to
data, a computer

40
Number and year
of law

Act No. 68 of 1995
Act No. 65 of 1996

Short title

Extent of repeal or amendment

program, a computer data storage
medium or a computer system of
another person in
respect of which the
offences in question
were committed.
A contravention of section 11(2)
of the Cybercrimes Act, 2019.’’.
South African Police The deletion of section 71.
Service Act, 1995
Films and Publica- (a) The amendment of section 1 by the
tions Act, 1996
substitution for the definition of ‘‘
child pornography’’ of the following
definition:
‘‘child pornography’’ means
‘‘child pornography’’ as defined
in section 1 of the Criminal Law
(Sexual Offences and Related
Matters) Amendment Act, 2007
(Act No. 32 of 2007).
(b) The deletion of sections 24B, 27A
and 30B(1)(b).

Act No. 105 of 1997 Criminal Law
Amendment Act,
1997

The addition of the following item to
Part II of Schedule 2: of the following
Part:
‘‘A contravention of sections 8, 9 or
10 of the Cybercrimes Act, 2019—
(a) involving amounts of more than
R500 000,00;
(b) involving amounts of more than
R100 000,00, if it is proven that
the offence was committed—
(i) by a person, group of persons, syndicate or any enterprise acting in the execution
or furtherance of a common
purpose or conspiracy;
(ii) by a person or with the collusion or assistance of another person, who as part of
his or her duties, functions or
lawful authority was in
charge of, in control of, or
had access to data, a computer program, a computer
data storage medium or a
computer system of another
person in respect of which
the offences in question were
committed; or
(iii) if it is proven that the offence was committed by any
law enforcement officer—
(aa) involving amounts of
more than R10 000; or
(bb) as a member of a group
of persons, syndicate or
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National Prosecuting Authority Act,
1998
Act No. 111 of 1998 Correctional
Services Act, 1998
Act No. 38 of 2001 Financial Intelligence Centre Act,
2001
Act No. 25 of 2002 Electronic Communications and Transactions Act, 2002
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any enterprise acting in
the execution or furtherance of a common
purpose or conspiracy;
or
(cc) with the collusion or
assistance of another
person, who as part of
his or her duties, functions or lawful authority was in charge of, in
control of, or had access to data, a computer
program, a computer
data storage medium or
a computer system of
another person in respect of which the offences in question were
committed.
A contravention of section 11(2) of
the Cybercrimes Act, 2019.’’.
The deletion of sections 40A and 41(4).

The deletion of section 128.
The deletion of sections 65, 66 and 67.

(a) The deletion of sections 85, 86, 87
and 88.
(b) The substitution for section 89 of
the following section:
‘‘Penalties
89. [(1)] A person convicted of
an offence referred to in sections
37 (3), 40 (2), 58 (2), 80 (5)[,] or
82 (2) [or 86 (1), (2) or (3)] is
liable to a fine or imprisonment
for a period not exceeding 12
months.
[(2) A person convicted of an
offence referred to in section 86
(4) or (5) or section 87 is liable
to a fine or imprisonment for a
period not exceeding five
years.]’’.

Act No. 70 of 2002

Regulation of
Interception of
Communications
and Provision of
Communication
related Information
Act, 2002

(a) The amendment of section 1 by the
substitution for paragraph (a) of the
definition of ‘‘serious offence’’ of
the following paragraph:
‘‘(a) offence mentioned in [the]
Schedule 1; or’’.
(b) The amendment of section 4 by the
addition of the following subsection:
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‘‘(3) Notwithstanding subsection (2), a law enforcement officer
who is authorised in terms of the
Criminal Procedure Act, 1977, the
Cybercrimes Act, 2019 or any
other law to engage or to apprehend a suspect or to enter premises in respect of the commission of or suspected commission
of any offence, may during the
apprehension of the suspect or
during the time that he or she is
lawfully on the premises, record
what he or she observes or hears
if—
(a) the recording relates directly
to the purpose for which the
suspect was apprehended or
the law enforcement officer
entered the premises; and
(b) the law enforcement officer
has—
(i) identified himself or herself as such; and
(ii) verbally informed any
person concerned that his
or her direct communications are to be recorded
before such recording is
made.’’.
(b) The substitution for subsection (4)
of section 17 of the following subsection:
‘‘(4) A real-time communication-related direction may only be
issued if it appears to the designated judge concerned, on the
facts alleged in the application
concerned, that there are reasonable grounds to believe that—
(a) a serious offence or an offence mentioned in Schedule
II has been or is being or will
probably be committed;
(b) the gathering of information
concerning an actual threat to
the public health or safety,
national security or compelling national economic interests of the Republic is necessary;
(c) the gathering of information
concerning a potential threat
to the public health or safety
or national security of the
Republic is necessary;
(d) the making of a request for
the provision, or the provision to the competent authorities of a country or territory
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outside the Republic, of any
assistance in connection with,
or in the form of, the interception of communications
relating to organised crime,
an offence mentioned in
Schedule II or any offence
relating to terrorism or the
gathering of information relating to organised crime or
terrorism, is in—
(i) accordance with an international mutual assistance agreement; or
(ii) the interests of the Republic’s international
relations or obligations;
or
(e) the gathering of information
concerning property which is
or could probably be an instrumentality of a serious
offence, or an offence mentioned in Schedule II or is or
could probably be the proceeds of unlawful activities is
necessary,
and that the provision of real-time
communication-related information is necessary for purposes of
investigating such offence or
gathering such information.’’.
(c) The renaming of the Schedule to the
Act as ‘‘Schedule I’’ and the addition of the following items:
‘‘15. Any offence contemplated
in sections 17, 18, 19A or 20 of
the Criminal Law (Sexual Offences and Related Matters)
Amendment Act, 2007 (Act 32
of 2007).
16. Any offence contemplated
in—
(a) section 8, 9(1) or (2) or 10 of
the Cybercrimes Act, 2019,
which involves an amount of
R200 000, 00 or more; or
(b) section 11(1) or (2) or 17 (in
so far as the section relates to
the offences referred to in
section 11(1) or (2) of that
Act).’’.
(d) The addition of the following
Schedule after Schedule I:
‘‘Schedule II
1. Any offence referred to in—
(a) sections 3(1), 5, 6, 7(1), 8, 9(1)
or (2), or 10; or
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(b) section 17 (in so far as the section relates to the offences referred to in paragraph (a)),
of the Cybercrimes Act, 2019,
which involves an amount of
R50 000, 00 or more.
2. Any offence which is substantially
similar to an offence referred to in item
1 which is or was committed in a foreign State.’’.
(a) The Index to the Criminal Law
(Sexual Offences and Related
Matters) Amendment Act, 2007,
is hereby amended by—
(i) the substitution for the heading
to Part 3 of Chapter 2 of the
following heading:
‘‘Persons 18 years or older:
Compelling or causing persons 18 years or older to witness sexual offences, sexual
acts or self-masturbation, exposure or display of or causing exposure or display of
genital organs, anus or female
breasts (‘‘flashing’’), child
pornography to persons 18
years or older, harmful disclosure of pornography or engaging sexual services of persons 18 years or older’’;
(ii) the insertion after item 10 of the
following item:
‘‘10A. Harmful disclosure
of pornography’’;
(iii) the substitution for the heading
to Part 2 of Chapter 3 of the
following heading:
‘‘Sexual exploitation and
sexual grooming of children,
exposure or display of or
causing exposure or display
of child pornography or pornography to children, child
pornography and using children for pornographic purposes or benefiting from child
pornography’’; and
(iv) the insertion after item 19 of the
following item:
‘‘19A. Offences relating to
child pornography’’.
(b) The amendment of section 1—
(i) by the substitution for the definition of ‘‘child pornography’’
of the following definition:
‘‘child pornography’’ means
any image, however created,
or any description or presentation of a person, real or
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simulated, who is, or who is
realistically depicted or described or presented as being,
under the age of 18 years, of
an explicit or sexual nature,
whether such image or description or presentation is
intended to stimulate erotic or
aesthetic feelings or not, including any such image, presentation or description of
such person—
(a) engaged in an act that
constitutes a sexual offence;
(b) engaged in an act of
sexual penetration;
(c) engaged in an act of
sexual violation;
(d) engaged in an act of selfmasturbation;
(e) displaying the genital
organs of such person in
a state of arousal or
stimulation;
(f) unduly displaying the
genital organs or anus of
such person;
(g) displaying any form of
stimulation of a sexual
nature of such person’s
breasts;
(h) engaged in sexually suggestive or lewd acts;
(i) engaged in or as the subject of sadistic or masochistic acts of a sexual nature;
(j) engaged in any conduct or
activity characteristically
associated with sexual
intercourse;
(k) showing or describing
such person—
(i) participating in, or
assisting or facilitating another person to
participate in; or
(ii) being in the presence
of another person
who commits or in
any other manner
being involved in,
any act contemplated in
paragraphs (a) to (j); or
(l) showing or describing the
body, or parts of the
body, of such person in a
manner or in circumstances which, within the
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context, violate or offend
the sexual integrity or
dignity of that person or
any category of persons
under 18 or is capable of
being used for the purposes of violating or offending the sexual integrity or dignity of that
person, any person or
group or categories of
persons;’’; and
(ii) by the insertion after the definition of ‘‘Director of Public
Prosecutions’’ of the following
definition:
‘‘electronic communications
service provider’’ means any
person who provides an electronic communications service under and in accordance
with an electronic communications service licence issued
to such person under Chapter
3 of the Electronic Communications Act, 2005 (Act No. 36
of 2005), or who is deemed
to be licensed or exempted
from being licensed as such
in terms of the Electronic
Communications Act, 2005;’’.
(c) Chapter 2 is hereby amended by—
(i) the substitution for the heading
to Part 3 of Chapter 2 of the
following heading:
‘‘Persons 18 years or older:
Compelling or causing persons 18 years or older to witness sexual offences, sexual
acts or self-masturbation,
exposure or display of or
causing exposure or display
of genital organs, anus or
female breasts (’’flashing’’),
child pornography to persons
18 years or older, harmful
disclosure of pornography or
engaging sexual services of
persons 18 years or older’’;
and
(ii) by the insertion for the following section after section 10:
‘‘Harmful disclosure of pornography
10A. (1) A person (‘‘A’’)
who unlawfully and intentionally discloses or causes
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the disclosure of pornography
in which a person 18 years or
older (‘‘B’’) appears or is
described and such disclosure—
(a) takes place without the
consent of B; and
(b) causes any harm, including mental, psychological, physical, social or
economic harm, to B or
any member of the family
of B or any other person
in a close relationship to
B,
is guilty of the offence of
harmful disclosure of pornography.
(2) A person (‘‘A’’) who
unlawfully and intentionally
threatens to disclose or threatens to cause the disclosure of
pornography referred to in
subsection (1) and such threat
causes, or such disclosure
could reasonably be expected
to cause, any harm referred to
in subsection (1)(b), is guilty
of the offence of threatening
to disclose pornography that
will cause harm.
(3) A person (‘‘A’’) who
unlawfully and intentionally
threatens to disclose or threatens to cause the disclosure of
pornography referred to in
subsection (1), for the purposes of obtaining any advantage from B or any member
of the family of B or any
other person in a close relationship to B, is guilty of the
offence of harmful disclosure
of pornography related extortion.
(4) (a) Any person who
lays a charge with the South
African Police Service that an
offence contemplated in subsections (1), (2) or (3) has
allegedly been committed
against him or her, may on an
ex parte basis, in the prescribed form and manner,
apply to a magistrate’s court
for an order—
(i) to prohibit any person to
disclose or cause the disclosure of pornography as
contemplated in subsections (1), (2) or (3); or
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(ii) ordering an electronic
communications service
provider or person in
control of a computer
system to remove or disable access to the pornography in question.
(b) The court must as soon
as is reasonably possible consider an application submitted
to it in terms of paragraph (a)
and may, for that purpose
consider any additional evidence it deems fit, including
oral evidence or evidence by
affidavit, which must form
part of the record of proceedings.
(c) The court may, for purposes of paragraph (b), in the
prescribed form and manner
cause to be subpoenaed any
person as a witness at those
proceedings or to provide any
book, document or object, if
the evidence of that person or
book, document or object
appears to the court essential
to the just decision of the
case.
(d) If the court is satisfied
that there is prima facie evidence that the pornography in
question constitutes an offence as contemplated in subsection (1), (2) or (3), the
court may issue the order
referred to in paragraph (a),
in the prescribed form.
(e) The order must be
served on the person referred
to in paragraph (a)(i) or electronic communications service provider or person referred to in paragraph (a)(ii),
in the prescribed form and
manner: Provided, that if the
court is satisfied that the order cannot be served in the
prescribed form and manner,
the court may make an order
allowing service to be effected in the manner specified
in that order.
(f) An order referred to in
paragraph (d) is of force and
effect from the time it is issued by the court and the existence thereof has been
brought to the attention of the
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person or electronic communications service provider.
(g) Any person or electronic communications service provider who fails to
comply with an order referred
to in paragraph (d) is guilty
of an offence.
(h) Any person who is subpoenaed in terms of paragraph (c) to attend proceedings and who fails to—
(i) attend or to remain in
attendance;
(ii) appear at the place and
on the date and at the
time to which the proceedings in question
may be adjourned;
(iii) remain in attendance at
those proceedings as so
adjourned; or
(iv) produce any book, document or object specified
in the subpoena,
is guilty of an offence.
(i) The provisions in respect of appeal and review as
provided for in the Magistrates’ Courts Act, 1944 (Act
No. 32 of 1944), and the
Superior Courts Act, 2013
(Act No. 10 of 2013), apply
to proceedings in terms of
this subsection.
(5) Whenever a person is—
(a) convicted of an offence in
terms of subsections (1),
(2) or (3); or
(b) acquitted of an offence in
terms of subsections (1),
(2) or (3),
and evidence produced at the
trial proves that the person
engaged in, or attempted to
engage in, harassment as contemplated in the Protection
from Harassment Act, 2011
(Act No. 17 of 2011), the trial
court may, after holding an
enquiry, issue a protection
order as contemplated in
section 9(4) of the Protection
from Harassment Act, against
the person, whereafter the
provisions of that Act shall
apply with the necessary
changes required by the
context.
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(6) A court must, on convicting a person of the commission of an offence contemplated in subsection (1),
(2) or (3) order—
(a) that person to refrain
from further making
available, broadcasting or
distributing the data message contemplated in subsection (1), (2) or (3)
which relates to the
charge on which he or
she is convicted;
(b) that person or any other
person to destroy the data
message in question or
any copy of the data message; or
(c) an electronic communications service provider or
person in control of a
computer system to remove or disable access to
the data message in question.
(7) The order referred to in
subsection (6)(b), in so far as
it relates to a person other
than the accused, and (6)(c)
must be served on the person
or electronic communications
service provider or person in
control of a computer system
in the prescribed form and
manner: Provided, that if the
trial court is satisfied that the
order cannot be served in the
prescribed form and manner,
the court may make an order
allowing service to be effected in the manner specified
in that order.
(8) Any person contemplated in subsection (6)(a) or
(b) or an electronic communications service provider or
person in control of a computer system as contemplated
in subsection (6)(c) who fails
to comply with an order referred to in subsection (7), is
guilty of an offence.
(9) For purposes of subsection (5), a ‘‘trial court’’
means—
(a) a magistrate’s court established under section
2(1)(f)(i) of the Magistrates’ Courts Act, 1944
(Act No. 32 of 1944);
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(b) a court for a regional division established under
section 2(1)(g)(i) of the
Magistrates’ Courts Act,
1944; or
(c) a High Court referred to
in section 6(1) of the Superior Courts Act, 2013
(Act No. 10 of 2013).
(10) Section 21 of the
Cybercrimes Act, 2019, applies with the necessary
changes required by the context to an application for a
protection order in terms of
subsection (4).’’.
(d) Chapter 3 is hereby amended—
(i) by the substitution for the heading to Part II of Chapter 3 of the
following heading:
‘‘Sexual exploitation and
sexual grooming of children,
exposure or display of or
causing exposure or display
of child pornography or pornography to children, offences relating to child pornography and using children
for pornographic purposes
or benefiting from child pornography’’;
(ii) by the insertion of the following
section after section 19 of the
Act:
‘‘Offences relating to child
pornography
19A. (1) Any person who
unlawfully and intentionally
creates, makes or produces
child pornography, is guilty
of an offence.
(2) Any person who unlawfully and intentionally, in any
manner knowingly assists in,
or facilitates the creation,
making or production of child
pornography, is guilty of an
offence.
(3) Any person who unlawfully and intentionally possesses child pornography is
guilty of an offence.
(4) Any person who unlawfully and intentionally, in any
manner—
(a) distributes;
(b) makes available;
(c) transmits;
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(d) offers for sale;
(e) sells;
(f) offers to procure;
(g) procures;
(h) accesses;
(i) downloads; or
(j) views,
child pornography, is guilty
of an offence.
(5) Any person who unlawfully and intentionally, in any
manner knowingly assists in,
or facilitates the—
(a) distribution;
(b) making available;
(c) transmission;
(d) offering for sale;
(e) selling;
(f) offering to procure;
(g) procuring;
(h) accessing;
(i) downloading; or
(j) viewing,
of child pornography, is
guilty of an offence.
(6) Any person who unlawfully and intentionally advocates, advertises, encourages
or promotes—
(a) child pornography; or
(b) the sexual exploitation of
children;
is guilty of an offence.
(7) Any person who unlawfully and intentionally processes or facilitates a financial transaction, knowing that
such transaction will facilitate
a contravention of subsections (1) to (6), is guilty of an
offence.
(8) Any person who, having knowledge of the commission of any offence referred to in subsections (1) to
(7), or having reason to suspect that such an offence has
been or is being committed
and unlawfully and intentionally fails to—
(a) report such knowledge or
suspicion as soon as possible to the South African
Police Service; or
(b) furnish, at the request of
the South African Police
Service, all particulars of
such knowledge or suspicion,
is guilty of an offence.
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(9) An electronic communications service provider that
is aware or becomes aware
that its electronic communications system or service is
used or involved in the commission of any offence provided for in subsections (1) to
(7), must—
(a) immediately report the
offence to the South African Police Service;
(b) preserve any information
which may be of assistance to the law enforcement agencies in investigating the offence; and
(c) take all reasonable steps
to prevent access to the
child pornography by any
person.’’;
(iii) the amendment of section 20,
by the addition of the following
subsections:
‘‘(3) Any person who unlawfully and intentionally—
(a) attends; or
(b) views,
a live performance involving
child pornography, is guilty
of the offence of attending or
viewing a performance involving child pornography.
(4) Any person (‘‘A’’) who
unlawfully and intentionally
recruits a child complainant
(‘‘B’’), with or without the
consent of B, whether for
financial or other reward,
favour or compensation to B
or a third person (‘‘C’’) or
not, for purposes of—
(a) creating, making or producing any image, publication, depiction, description or sequence in any
manner whatsoever of
child pornography, is
guilty of the offence of
recruiting a child for
child pornography; or
(b) participating in a live
performance involving
child pornography, as
contemplated in subsection(3), is guilty of the
offence of recruiting a
child for participating in a
live performance involving child pornography.’’;
and
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(e) the amendment of section 56A, by
the addition of the following subsections:
‘‘(3) (a) Any person who contravenes the provisions of section
10A(1) or (2) is liable, on conviction to a fine or to imprisonment
for a period not exceeding 5 years
or to both such fine and imprisonment.
(b) Any person who contravenes the provisions of section
10A(3) is liable, on conviction to
a fine or to imprisonment for a
period not exceeding 10 years or
to both such fine and imprisonment.
(c) Any person or electronic
communications service provider
who contravenes the provisions of
subsection 10A(4)(g) is liable, on
conviction to a fine or to imprisonment for a period not exceeding 2 years or to both such fine
and imprisonment.
(d) Any person who contravenes the provisions of subsection
10A(4)(h) is liable, on conviction
to a fine or to imprisonment for a
period not exceeding 2 years or to
both such fine and imprisonment.
(e) Any person or electronic
communications service provider
who contravenes the provisions of
section 10A(8), is liable on conviction to a fine or to imprisonment for a period not exceeding 2
years or to both such fine and
imprisonment.
(4) Any person who contravenes the provisions of section
19A(3), (4)(f), (g), (h), (i) or (j),
or (5)(f), (g), (h), (i) or (j) is liable—
(a) in the case of a first conviction, to a fine or to imprisonment for a period not exceeding 5 years or to both such
fine and imprisonment;
(b) in the case of a second conviction, to a fine or to imprisonment for a period not exceeding 10 years or to both
such fine and imprisonment;
or
(c) in the case of a third or subsequent conviction, to a fine or
to imprisonment for a period
not exceeding 15 years or to
both such fine and imprisonment.
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(5) Any person who contravenes the provisions of section
19A(4)(a), (b), (c), (d), or (e),
(5)(a), (b), (c), (d) or (e), (6) or
20(3), is liable—
(a) in the case of a first conviction, to a fine or to imprisonment for a period not exceeding 10 years or to both such
fine and imprisonment; or
(b) in the case of a second and
subsequent conviction, to a
fine or to imprisonment for a
period not exceeding 15 years
or to both such fine and imprisonment.
(6) Any person who contravenes the provisions of section
19A(7), is liable—
(a) in the case of a first conviction, to a fine of R1 000 000
or to imprisonment for a period not exceeding 5 years, or
to both such fine and imprisonment;
(b) in the case of a second or
subsequent conviction, to a
fine of R 2000 000 or to imprisonment for a period not
exceeding 10 years or to both
such fine and imprisonment.
(7) Any person who contravenes the provisions of section
19A(8), is liable, on conviction to
a fine or to imprisonment for a
period not exceeding 5 years or to
both such fine and imprisonment.
(8) Any electronic communications service provider who contravenes the provisions of section
19A(9), is liable, on conviction to
a fine not exceeding R1 000 000
or to imprisonment for a period
not exceeding 5 years or to both
such fine and imprisonment.’’.
(a) The addition of the following item
to Schedule 2:
‘‘26. Any offence contemplated
in—
(a) section 2, 3 or 4 of the
Cybercrimes Act, 2019;
(b) section 5, 6, 7 or 11(1) of the
Cybercrimes Act, 2019,
where the damage caused is
below an amount of R5000;
(c) section 14, 15 or 16 of the
Cybercrimes Act, 2019; or
(d) section 8, 9 or 10 of the
Cybercrimes Act, 2019,
where the amount involved is
below R1500.’’.
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(b) The addition of the following item
to Schedule 3:
‘‘23. Any offence contemplated
in—
(a) section 5, 6, 7 or 11(1) of the
Cybercrimes Act, 2019,
where the damage caused
exceeds an amount of R5000;
(b) section 8, 9 or 10 of the
Cybercrimes Act, 2019,
where the amount involved
exceeds R1500; or
(c) section 11(2) of the
Cybercrimes Act, 2019.’’.
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